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[bookmark: _Toc500115360]1.0 Executive Summary
The progression of the Internet of Things (IoT) world is leading to huge increase in home automation and the development of smart homes. In fact, a leader in the homebuilding industry named Lennar is constructing around 26,000 smart homes in the Central Florida area. Since home automation is increasing greatly in demand our group figured it would be a good project to create our own smart product which can be integrated into complete home automation. The ultimate goal for our project is to create scalable smart cabinets complete with mobile access control, inventory keeping, and the ability to be remotely interfaced. Ideally our objective is to make our product easy to use, performance efficient, reliable, and arguably most important: convenient. The purpose of our project is to make everyday life in the house not only more convenient but also safe and secure. Our project could be integrated into medicine cabinets, personal office drawers, and even pantries; so, our customer needs could range anywhere from securing medicine, protecting personal belongings, or even simply keep children away from the junk food. Since our design focuses around daily use and the security of commonly accessed items our project must be efficient and extremely reliable, meaning the user can always access their cabinets within an appropriate amount of time. To reach our goal of convenient smart cabinets with mobile access control, our project will function as follows:

1. User touches cabinet’s capacitive touch handle which triggers CHU
2. CHU searches for Bluetooth advertising signal from mobile device/app
3. App communicates with CHU, if user is certified lock will unlock
4. When cabinet is closed, lock is locked again

Along with the main function listed above, our design will also include the use of pressure sensors to keep inventory and enhance security. To enhance the convenience of our product we will also include a remote controlling unit, which will enable the user to access his/her smart cabinets’ locks from the grocery store, the office, etc. Our design, performance, and interface goals are determined based off industry standards, competition markets, and our sponsor’s requirements. Although there is nothing like our product currently in the market there are several industry standards we aim to meet, not only with our technology interfaces but also our physical cabinet design as well. There are no such thing as mobile access controlled cabinets in the market but there are standards to follow for smart access control products, which is why we need to ensure our product has trusted authentication processes, fast performance, and also consistency. Our design will be dimensioned and furnished based off the common industry cabinet designs. In doing so we can ensure that our product mimics the competition in every way but surpasses it with the addition of our smart technology. Our project sponsor UniKey is a leader and pioneer in the mobile access control industry. Although the final product will be our own, UniKey is providing us with tools, test equipment, and the platform needed to create a product with scalability and trusted security. In turn, we will prove that UniKey’s platform is a great tool for companies to utilize in order to create their own smart access control products. Our ultimate goal of this project is to produce a product which can set the tone for home automation. We hope to create something that is not only equipped which next level smart technology but is still affordable for the common household; if we can do that, our product has a great chance of being the typical cabinetry found in future homes.

Our partnership with UniKey is centered around the smart access control portion of the project, while we intend to add more than just being able to open and close a secure cabinet remotely. We want our product to encourage a feeling of safety for the homeowner and to allow a parent to feel safe with their child home alone. For example, if the parents are away and the child wants to try to get into a medicine cabinet, the parents would feel safe in knowing that either the lock will stop the child, or the parent will be notified by the weight sensor that something was moved in the cabinet. This extra precaution shows the supplementary step we are taking to ensure we cover our bases in covering the problem. 
[bookmark: _7rl4bm6nfgd]
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[bookmark: _Toc500115361]2.0 Project Description
The purpose of this project is design smart cabinets stacked with mobile access control, remote communication, touch-to-open capability, app interfacing, and automated hinges and locks. Our goal is to always be making progress iteratively. By staying ahead of the deadlines, we afford ourselves some buffer time to make final updates as well as to fix any unforeseen problems. Our goal is to have a continuous stream of workflow so that there is never a “catch-up” time week to week. In doing so we can guarantee a product by the end of the second semester of Senior Design.
[bookmark: _Toc500115362]2.1 Existing Technology
Our smart cabinets are the first of their kind in the market. The features our product boast provide smart access control, control automation, and also object tracking. While there are similar products which claim to present smart features, their technology is outdated and simply not advanced enough to be considered “smart” in the IoT era. Our product is more along the line of the various smart home devices being produced which also provide a app interface and Bluetooth Low Energy communication. However, none of the current smart home products are related to cabinetry and common household storage.

A similar product on the market is the BLUM SERVO-DRIVE. This product works through a slight push which automatically opens the drawer or cabinet. The company works to make the kitchen a ‘smarter’ environment with easier access for both handicapped and non-handicapped users. Through researching their product, it appears the only smart feature it delivers is the automatic touch to open.[1] Although our product involves a touch to open feature, it expands on the idea by adding mobile authentication for security and also a mobile app for remote interfacing. Our product allows our users to use our smart technology not only for convenience but for security as well. Lastly our product is not only limited to drawers, but can be applied to full home offices, medicine cabinets, and even pantries.


[image: ]
[bookmark: _Toc500114369]Figure 1: BLUM Servo Drive
There is another company called Anvil Motion that produces automated cabinets which are slightly more related to our product than BLUM. Anvil Motion allows the buyer to personally customize what they want in their kitchen, as well as being able to design the kitchen rather than being preset options. As their website puts it: With Anvil Motion, customization starts with your wildest dreams and executes your vision utilizing the finest materials and craftsmanship.[2] From concept to design, and from crafting to installation, even the minutest detail will be tailored to fit your exact specifications. This company can set up a fully automated kitchen but came to market around 2009 so there is a lot of functionality they cannot produce as well. 

In order to open or close their cabinetry, the user uses a preset tablet which behaves as a hub to can control every cabinet or drawer in that kitchen. Anvil Motion relates to our product in the sense that both products can automatically open and close kitchen cabinetry. However, while Anvil Motion can only boast the one function, our product provides several more ranging from smart access control, a mobile app interface, object tracking, and even remote-control abilities. Our product is also designed for more than just kitchens, as we plan to make our product applicable to office desks, medicine cabinets, and any other storage furniture in the common house. Anvil Motion’s business strategy seemed to target customers who could afford incredibly expensive luxury; although our product won’t be the cheapest cabinet on the market we aim to develop a product which is affordable for the majority of households.

[image: ]
[bookmark: _Toc500114370]Figure 2: Anvil Motion
[bookmark: _Toc500115363]2.2 Security
Security is one of the more key features of our product, by providing mobile access control we allow customers the ability to guard personal belongings, medicine, or simply enable restrictions on certain parts of the home. Customers in this era are keen to how companies safeguard their security and privacy, if it's absent or even subpar they will leave and seek out your competition. Security is critical to business operations and profitability, but also for development of a quality product. Luckily, we are sponsored by a leader in mobile access control and security, so we are prepared with a proper process for security. By using UniKey’s platform we plan to prove that you can still hit the market at start up speeds without sacrificing security. UniKey uses three main components for reaching bank level security on their platform, we intend to integrate those same components in our product. 
[bookmark: _Toc500115364]2.2.1 Authentication
The system must know who is interacting with it before granting access. Authentication occurs through two simultaneous	processes, a	 prior establishment	of credentials, sometimes called a	shared secret or password-based authentication, and an introduction via a third party, a certificate	 authentication.
[bookmark: _Toc500115365]2.2.2 Authorization
Once the system identifies the “who”, it focuses on the “what”, the associated privileges that an authenticated user has. Authorization is time-dependent in order to help increase security. While the device and user communication do not change, the encrypted messages transmitted among the device, hardware, and server does.
[bookmark: _Toc500115366]2.2.3 Validation
This part of the system essentially confirms the authentication and authorization processes behaved as expected. Timing is extremely crucial to the effectiveness of validation; thus, is should always be the last step when transmitting a message and the first step when receiving a message. 

In order to protect the data transmitted during the three steps listed above, the data is encrypted using trusted cryptography practices. Due to UniKey’s robust security protocol, we aim to mimic their practices to ensure trusted security in our product.
[bookmark: _Toc500115367]2.2.3.1 Cryptology
Cryptography or cryptology is the practice and study of techniques for secure communication in the presence of third parties called adversaries.[2] More generally, cryptography is about constructing and analyzing protocols that prevent third parties or the public from reading private messages [19]

Elliptical curve cryptography (ECC) reigns as the standard in the next generation of public key cryptography. It’s significantly more secure and uses fewer computational resources than first generation public key cryptography like RSA or DSA.
[bookmark: _Toc500115368]2.2.3.2 Encryption
In cryptography, encryption is the process of encoding a message or information in such a way that only authorized parties can access it. Encryption does not itself prevent interference, but denies the intelligible content to a would-be interceptor. In an encryption scheme, the intended information or message, referred to as plaintext, is encrypted using an encryption algorithm – a cipher – generating ciphertext that can only be read if decrypted. [18]

Since we are using UniKey’s platform for security, we aim to follow their practice of public-key encryption.

[image: ]
[bookmark: _Toc500114371]Figure 3: UniKey Encryption and Decryption

The steps and processes listed above are critical to building a secure core architecture. Without them, data privacy and hence security are easily put into jeopardy. In addition to the functions listed above, UniKey’s platform enables us to employ other leading cryptographic practices such as entropy and randomness. One of the most common downfalls of a security system is predictability, so entropy is used to guarantee reliable randomness. One can think of entropy as white noise, which cloaks user interactions and data.
[bookmark: _Toc500115369]2.2.4 Potential Threats and How to Stop Them
Here we break down the important threats that we have to take into consideration for our design. They are broken down into three categories of comparison: Denial of Service Attacks, Man-in-the-Middle Attacks, and ARP Poisoning. The importance in recognizing these possible breaches is to try to curb them from happening. These attacks have to be curbed in order for our secure remote access control concept to work properly.
[bookmark: _Toc500115370]2.2.4.1 Denial of Service Attacks
The objective of any denial of service attack is to prevent users from accessing network resources -- to deny them service. The usual methods of triggering DoS attacks are to flood a network with degenerate or faulty packets, crowding out legitimate traffic and causing systems not to respond.
[bookmark: _Toc500115371]2.2.4.2 Man-in-the-Middle Attacks
Similar to DoS attacks, man-in-the-middle attacks on a wireless network are significantly easier to mount than against physical networks, typically because such attacks on a wired network require some sort of access to the network. Man-in-the-middle attacks take two common forms: eavesdropping and manipulation.
[bookmark: _Toc500115372]2.2.4.3 ARP Poisoning
The problem comes about with modern operating systems that don't fully adhere to the spirit of ARP broadcasting and detection. If a computer running modern versions of Windows or even Linux detects a packet sent from a particular machine on the network, it will assume that the MAC address of that computer correctly corresponds with the IP address from which the sending computer is purportedly transmitting. All future transmissions to that computer will then take place using that efficiently but problematically learned IP address, which is stored in the computer's cache for future reference. [16]
[bookmark: _Toc500115373]2.3 Mobile Access Control
Ten, maybe even five years ago if someone heard of a mobile device they likely would only think of a smartphone. However fast forward to 2017 and mobile devices can range anywhere from phones, tablets, watches, even glasses. Due to this trend in increasing demand and use of mobile devices the projected number of mobile subscribers in 2020 has jumped to 9.2 billion; [15] that's 3 more billion mobile subscribers than there are people! The growth is huge, and companies that don’t recognize the fact will be left behind. Users expect mobile devices to be one stop shops. If they can’t use them to accomplish their goals, be it making a mobile payment at the store, checking into a hotel room, or having a video conference with an overseas manufacturing firm, they will abandon them. With mobile devices on the rise, it only makes sense to take advantage and use them to further advance security, convenience, and a peace of mind. By using mobile devices as identifiers, we can rid society of keys and access code, revolutionizing the access control industry.

Although mobile access control seems like the next big thing, it’s growth is limited due to complications with implementation. Four main problems arise when dealing with mobile access control: clarity, difficulty, usability, and finally security. This is where our sponsor UniKey’s platform comes in to help provide us with tools and guidance needed to develop a successful mobile access control product.






Mobile access control is arguably the most important feature of our product and consequently the most complex and detailed. Based off of UniKey’s platform, the building blocks for mobile access control consists six inter-webbed components. 

1. Access Control as a Service
2. Digital Security Layer
3. Embedded and Hardware Solutions
4. Integrations
5. Applications
6. User Experience (UX)

While all sections can be implemented on one product, not all components of the platform are vital for a successful mobile access control platform. Our product specifically will focus on blocks 1, 2, 3, and 6. 

1. Access Control as a Service
All mobile access control product need to implement block 1 as it provides the functions within UniKey’s access cloud. The access cloud is responsible for managing and securely transmitting electronic keys between the platform and smart device. First, a mobile device sends its eKey to the platform where it is signed and encrypted. Then the signature and encrypted key are sent back to the mobile device, which is then presented to the smart lock. Finally, the lock verifies the signature, decrypts the key, and
Unlocks the cabinet in our case. The server also provides user authentication which enables the user to create new users, view lock history, and even provide scheduled eKeys.

2. Digital Security Layer
A common worry most users have with mobile access control is the question of whether or not the product is secure. With all of the hacks and breaches happening nowadays, avid technology users are more concerned with security than ever before. UniKey’s platform provides bank level encryption processes which we plan to incorporate for our access control devices.

3. Embedded and Hardware Solutions
What is the purpose of mobile access control if there is nothing to control? In order to incorporate our servos, electromagnetic lock, and pressure sensor system we will integrate embedded and hardware solutions within our access control platform. If a user an authenticate and authorized he or she shall be performed various hardware functions ranging from driving a motor, generating random numbers, or even transmitting serial data. This building block allows us to integrate our mobile access control platform to almost any sort of device.

6. User Experience
One of the major components of our product and mobile access control is convenience. Anybody interested in advancing the technology in their life is usually concerned with efficiency and convenience. Therefore, it would make sense that the UX for a product which is meant to deliver efficient convenience would illustrate an excellent user experience. By implementing features like touch to open and inside/outside detection we can feed the desire for convenience.  Due to this desire, we aim to design a User Experience which doesn’t drive our users to throw their phone out a window.
[bookmark: _Toc500115374]2.4 Motivations
When first hearing about something like Smart Cabinets you’ll most likely come to consider why would anyone need that, it’s definitely an idea that, at first glance seems to serve no actual purpose. However, after considering our groups motivations behind the project one could come to agree that smart cabinets could be a technology found in the common household in the future of automated homes. Our motivations for this project come from three main perspectives: securing personal belongings, protecting/restricting children, and providing automation for common household activities. Although our initial design is cabinets, it can easily be modified to meet all of our motivations.

Securing personal belongings is the first idea that comes to our mind when providing access-control of any form in the home. Almost everyone has some cabinets, drawers, or even pantries where they tend to keep belongings they’d like secure from others. With our product you can easily secure your home offices, cabinets, pantries without the hassle of tracking numerous keys. Our product can even enable users to keep track of their secured items when they personally can’t be around to. This motivation came from living with sticky fingered roommates throughout college, so we figured it’d be an easy way to protect your precious snacks whenever you’re no good roommates throw a party.

Our second motivation came from a more serious source, ensuring children were unable to get into cleaning supplies, liquor cabinets, or worst of all medicine cabinets. First, we have seen numerous news articles about children being injured or killed due to getting into the medicine cabinet and ingesting something that they were not supposed to. With our Smart Cabinets not only will children simply be unable to access the medicine cabinets, but parents can be notified if they any medicine is ever moved. Another source of motivation for the project came from parents who struggle to ensure that their children do not snack outside of when they have permission or deal with teenagers getting into their personal liquor supplies. Using the same features of access control and object tracking, parents can deal with this issues with ease using our Smart Cabinets.

The third motivation came from the increasing number of people who have workers clean their homes, use babysitters, or even rent vacation homes. Using our product, users are enabled with the ability to control and monitor parts of their home remotely. For example, if you have cleaning service which comes to your home every week, using our product you can unlock the cabinet with cleaning supplies while also locking your drawers with important bank statements, all with the click of some buttons from work. Applying the same scenario to babysitters or vacation homes, you can clearly see the increasing uses for our product. 

Our final drive and motivation for the project came from two of our group members’ experiences working at UniKey. Since UniKey experts in mobile access control and developing home automation product for companies, we were inspired to work with them for our idea. Together we hope to add another useful mobile access control product to the market.
[bookmark: _Toc500115375]2.5 Sponsorship

Our relationship with our sponsor UniKey is a sort of mutualistic relationship, where we both benefit from the work we are doing together. UniKey is widely known for their appearances on Shark Tank for their Kevo smart lock and consequently became known as the pioneer for the smart lock. Because of this, many people confuse UniKey as a smart lock company when they are actually much more than just that. UniKey's business model is to provide a proven, scaled, and secure platform to anyone interested in developing any type of product related to smart access control. Whether it’s smart locks, vehicles, windows, and even IoT devices like smart thermostats, UniKey aims to set their platform as the standard for all things smart access control. UniKey wants to prove to their future partners that by working with UniKey, they can keep up with the fast-paced start up world while also maintaining if not increasing the overall quality and value of the customer’s product. 

Our project will help validate that by using UniKey’s platform we can develop a minimum viable product at start-up speed which boasts a best-in-class IP, seamless scalability, and trusted security. In turn, UniKey will provide us with the resources, insight, and intellectual property needed to develop a smart access control product meeting their platform’s standards. Our end product will likely be owned by UniKey as a marketing tactic to express the validity and usability of their smart access control platform. We look forward to working with UniKey to add our contribution to the home automation industry. Ideally our product would meet the standards of efficiency in both power and performance in accordance to top tier companies like Lennar, SmartThings, and of course UniKey.
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[bookmark: _Toc500114372]Figure 4: UniKey Platform
[bookmark: _Toc500115376]2.6 Hardware Requirements
1. Remote Control Unit (RPU)
a. Shall interface with the mobile application within 5 seconds
b. Shall allow the user to lock/unlock their cabinet remotely within 20 seconds
c. Shall notify the user if Smart Shelf items were moved within 15 seconds
d. Shall open/close cabinets remotely on user commands
e. Shall notify remote user if any status change to lock, door, or shelf
f. Shall interface via BLE with the CHU within 3 seconds
g. Shall be connected to the internet via Ethernet/WIFI

2. Pressure Sensor System (PSS)
a. Shall send data to CHU for inventory within 3 seconds
b. Shall recognize changes in pressure on sensors
c. Shall be send data in terms of pressure locations changed
d. Shall be powered by the power hub through the Raspberry Pi
e. Shall be controlled by the Raspberry Pi
f. Shall have the ability to reset and calibrate
g. Shall reveal ideal locations for storing items on Smart Shelf

3. Central Hub Unit (CHU)
a. The CHU shall serve as the hub for communication between all hardware blocks
b. Shall control the servos to open/close the cabinet
c. Shall control the locking mechanism to lock/unlock the cabinet
d. Shall search for authorized user upon signal of capacitive touch
e. Shall communicate via BLE to the mobile app for authentication and authorization
f. Shall communicate via BLE to the RPU to handle all remote commands
g. Shall update RPU with PSS status updates
h. Shall respond to Capacitive touch signal by starting Bluetooth communication 
i. Shall connect to the Pressure Sensor System in order to track object
j. Shall be powered by the power hub
k. Shall be a PCB capable of handling up to 12V lines

4. Capacitive Touch
a. Shall be connected to the CHU
b. The capacitive touch shall respond to user touch on cabinet handle within .5 second
c. Shall send a signal to the CHU
d. Shall be sensitive enough to be touch activated, but not enough for false triggers
e. Shall initiate LED sequence to indicate cap touch

5. Bluetooth Connection
a. Shall be incorporated onto the CHU
b. Shall respond to connection from user phone within 3 seconds
c. Shall handle commands and communication between all components
d. Shall be FCC compliant
e. Shall use BLE chip
f. Shall only respond to RSSI levels above a certain threshold

6. Locking Mechanism
a. Shall connect to the CHU
b. Locking mechanism will lock and unlock cabinet
c. Shall lock and unlock the cabinet on signal received by CHU within 2 seconds
d. Shall open at loss of power
e. Shall be a magnetic lock





7. Servos
a. Servos shall connect to CHU
b. Shall close or open cabinet on signal received from CHU within 3 seconds
c. Shall be connected within the cabinet
d. Shall be high torque motors

8. Power Supply
a. The power supply shall be contained within the cabinet.
b. It shall be a centralized unit
c. It shall provide power for all the electrical systems
d. Shall be able to transform 120V to 12V, 5V, and 3.3V
e. Shall provide DC power

9. Cabinet
a. Shall have at least two shelves
b. Shall be capable of having other hardware attached
c. Shall have a swinging door
d. Shall be spacious enough to accommodate all the hardware and household items
e. Shall not block RF communication
f. Shall be hollowed for routing of wires and electrical components
g. Shall be lightweight and easy to install

10.  Smart Shelf
a. Shall contain the pressure sensor(s)
b. Shall be capable of installing on multiple shelves
c. Shall connect to the CHU through the PS System
[bookmark: _Toc500115377]2.7 Software Requirements

1. CHU Firmware
a. Shall use BLE (Bluetooth Low Energy) to communicate with App
b. Shall unlock/lock cabinets 
c. Shall interface with PSS for object tracking
d. Shall interface with RPU for remote commands
e. Shall update RPU with lock status and tracking data from PSS
f. Shall communicate to the server via phone or RCU
g. Shall be concealed within cabinets
h. Shall have a hard-reset button functionality






2. Mobile App
	     a. Shall allow user to lock/unlock cabinets
	     b. Shall allow user to view cabinet status
	     c. Shall advertise BLE when in foreground and background
	     d. Shall interface with RCU for remote commands
	     e. Shall respond to user commands within 5 seconds
	     f.  Shall require no more than 50Mb of Memory
	     g. Shall not drain excessive battery
	     e. Shall communicate with server for credentials

3. Pressure Sensor Interface
a. Shall use the HX711 with a microcontroller
b. Shall be able to update the application with readable data
c. Shall have the ability to calibrate
d. Shall keep track of secured objects on the “Smart Shelf”

4. RCU Firmware
a. Shall send commands to the CHU
b. Shall receive remote commands from Mobile App
c. Shall receive updates from CHU
d. Shall communicate with same server as App
e. Shall update Mobile App with lock status, inventory, etc.
f. Shall respond within 10 seconds of command request
g. Shall be able to interface with the CHU and PSS

5. Cloud/Server
	     a. Shall provide backend web services using http/https
	     b. JWT’s using OAUTH2.0 standard for authentication.
	     c. User info will be encrypted using RSA256 with SHA-hashing
	     d. Shall provide a remote database for access credentials using industry
	          Standards like MySQL/Mongo.
	     e. Shall provide the bridge between the App and RCU for remote controlling of
	         Smart Cabinets

[bookmark: _Toc500115378]2.8 House of Quality
The house of quality is broken into market analysis and engineering analysis to compare the way the two types of analysis affect both each other and how the engineering analysis affects itself. The different major components being efficiency, weight, dimensions, cost, and quality. The target section is used to explain the target requirements for the engineering section. This includes things like the dimensions of the cabinet, response time for the signals, and the errors in signal response.


[bookmark: _Toc500114440]Table 1: House of Quality
	
	Energy Cost
	Ease of Use
	Quality
	Response Time
	Target

	
	-
	+
	+
	-
	

	Efficiency
	+
	⇈
	↓
	⇈
	⇈
	8/10 Times, Cabinet Opens within 5 seconds

	Weight
	-
	↓
	↓
	⇈
	⇈
	<140lbs

	Dimensions
	-
	↓
	↓
	↓
	↓
	<38”x26”x26”

	Cost
	-
	⇈
	⇈
	⇈
	⇈
	<$1000

	Quality
	+
	↑
	⇈
	⇈
	⇈
	Lock Activates in 5 Seconds



	
	Efficiency
	Weight
	Dimensions
	Cost
	Quality
	Target

	Efficiency
	
	↓
	↓
	⇈
	⇈
	Cap Touch locks/unlocks within
5 Seconds

	Weight
	↓
	
	⇈
	↓
	↓
	<140lbs

	Dimensions
	↓
	⇈
	
	↓
	↓
	<38”x26”x26”

	Cost
	⇈
	↓
	↓
	
	⇈
	<$1000

	Quality
	⇈
	↓
	↓
	⇈
	
	PS Updates Application within 20 Seconds



Key:
	   


Engineering		↑ = Positive correlation                 ⇈ = Strong positive correlation
			↓ = Negative correlation	          ⇊ = Strong negative correlation
			- = Decreases the requirements   + = Increases the requirements
	


Marketing
[bookmark: _Toc500115379]2.8.1 Measurables

1. After activation of the capacitive touch, the cabinet will begin opening or closing within 5 seconds.
2. After activation of the lock through the mobile application, the electromagnetic lock will activate within 5 seconds.
3. Pressure Sensors shall update the application within 10 seconds of pressure changing.
4. The application will be able to remotely open the cabinet within 15 seconds of the user sending the signal through the application.


These measurables represent the tests we will be running for the Senior Design Panel. They are meant to be easily repeatable to show the efficiency as well as the quality, meaning the errors will be within 20 percent. The way we prove the quality of our product is by repeating the tests to show repeated successes. These tests will also include the response time in the success criteria, as opposed to only including the process itself. The tests we will be performing for the panel have to both be successful and timely. The tests we chose are meant to showcase the different applications of our products and the efficiency of our work on the overall product once it is finished. They show the capabilities of our project which is the goal for the Senior Design Panel. Our panel will want to see what our project is capable of as well as why it is important to the possible consumer or how it solves a problem in the world.
[bookmark: _Toc500115380]2.9 Design Diagrams
In the figures below, we demonstrate our system’s functional plan in both hardware and software using block diagrams. The blocks represent main proponents of the system and how they interact with one another. The first section explains the hardware of the entire system, from the supply of power to the endpoints of commands. The second section explains how we plan on developing our software interactions. It includes the user as a start point and includes the main points of data being transmitted between the integrated blocks. Each block is color coded based on which group member is designated as it’s respective administrator. Each administrator is responsible for researching, designing, and testing their assigned blocks, and must update the group periodically on the blocks progression. Although this is a tentative plan, we aim to use these diagrams to evenly distribute work and maintain high efficiency for both design and development phases.
[image: ]
[bookmark: _Toc500114373]Figure 5: Hardware Design
[image: ]

[bookmark: _Toc500114374]Figure 6: Block Diagram Key
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[bookmark: _mzay3q8qxzix][bookmark: _Toc500114375]Figure 7: Software Design
[bookmark: _44nqbmnd2dkj]

[bookmark: _Toc500115381]3.0 Research and Part Selection
Here we breakdown all the research we did into picking different parts and what each part accomplishes for us. We did this through sourcing many different parts and comparing different technologies to see what gives us the best option. These comparisons can include anything ranging from cost to response times to find the right balance in both the parts we choose and the technologies. The Software comparisons do much the same as the hardware, just with comparing different types of code and libraries rather than physical components.
[bookmark: _Toc500115382]3.1 Hardware
This hardware section will break down the specifics of each of the hardware blocks which entails which components we use and why. Our decisions are influenced by industry standards, design constraints, and of course our sponsor’s specifications. We also have to consider the lead time and availability of the components we choose, considering we only have a few months to create the product. Lastly, since we aren’t provided with complete funding for this project the price of individual components will have a strong influence on what components are used in the final design.
[bookmark: _Toc500115383]3.1.1 Central Hub Unit (CHU)
The Central Hub Unit will serve as the hub for all components involved in our project. Therefore, a lot of research and configuration is done to ensure it functions to our project requirements. The CHU will be responsible for routing powering to the lock, motor, pressure sensor system (PSS), RCU, and of course its own components. It will also be responsible for controlling the BLE communication, cap touch inputs, RCU communication, and also the PSS inputs. Listed below you’ll find our comparison and analysis of the components which will be found on the CHU, as well as the components and protocols the CHU uses to communicate with the other hardware blocks. We’ll begin by discussing the components which are used for the CHU’s functionality, the parts include the microcontroller unit, Bluetooth antenna, cap sense integrated circuit, and the servo controller unit. The Figure below shows a block diagram layout for the concepts we want our CHU to be capable of. These include controlling the servo and controlling the capacitive touch sensor.

[image: ]
[bookmark: _Toc500114376]Figure 8: CHU Block Layout
[bookmark: _Toc500115384]3.1.1.1 Microcontroller Unit
The microcontroller unit or MCU is considered to be the brains of the Central Hub Unit. Therefore, the MCU is essentially a central processing unit (CPU) which has enough memory, speed, and functionality to reach the hardware and software requirements of the CHU. Taking that into consideration the MCU we choose should at least support: GPIO pins, programmable interrupt timers, low power consumption, UART and I2C communications, low power clocks, and most certainly a random number generator implemented in its hardware. Whatever MCU we choose must be able to function as a Bluetooth low energy system and follow the IEEE and Bluetooth-LE v4.2 standards. Listed below are three microcontrollers we found that have potential to be configured for our purposes.

ATBTLC1000-ZR
The ATBTLC1000-ZR is an ultra-low power Bluetooth® SMART (BLE 4.1) System on a Chip with Integrated ARM Cortex-M0 MCU, Transceiver, Modem, MAC, PA, TR Switch, and Power Management Unit (PMU).  It can be used as a Bluetooth Low Energy link controller or data pump with external host MCU. The ATBTLC1000-ZR is a fully certified module that contains the all external circuitry required for Bluetooth communication including a ceramic high gain antenna. The customer simply needs to place the module into their PCB design, provide power, a 32.768kHz Real Time Clock or crystal, and an I/O path for interfacing with the host MCU. [22]

MKW31Z512
The MKW31Z512 is an ultra-low-power, highly integrated single-chip device that enables Bluetooth low energy (BLE), Generic FSK (at 250, 500 and 1000 kbps) or IEEE Standard 802.15.4 RF connectivity for portable, extremely low-power embedded systems. Applications include portable healthcare devices, wearable sports and fitness devices, AV remote controls, computer keyboards and mice, gaming controllers, access control, security systems, smart energy and home area networks. The MKW31Z SoC’s radio frequency transceiver is compliant with Bluetooth version 4.2 for Low Energy (aka Bluetooth Smart or BLE), Generic FSK and the IEEE Standard 802.15.4 using O-QPSK in the 2.4 GHz ISM band. NXP provides fully certified Bluetooth Low Energy and IEEE Standard 802.15.4 protocol stacks. [21]

CC2540F128
The CC2540 is a cost-effective, low-power, true system-on-chip (SoC) for Bluetooth low energy applications. It enables robust BLE master or slave nodes to be built with very low total bill-of-material costs. The CC2540 combines an excellent RF transceiver with an industry-standard enhanced 8051 MCU, in-system programmable flash memory, 8-KB RAM, and many other powerful supporting features and peripherals. The CC2540 is suitable for systems where very low power consumption is required. Very low-power sleep modes are available. Short transition times between operating modes further enable low power consumption. [23]
[bookmark: _Toc500114441]Table 2: MCU Comparisons
	MCU
	ATBTLC1000-ZR
	MKW31Z512
	CC2540F128

	Cost
	$6.37
	Supplied
	$5.52

	Flash Memory
	126 KB
	512 KB
	128 KB

	CPU
	ARM® Cortex®-M0 32-bit
	48 MHz ARM® Cortex-M0+ core
	Atmel 8051

	GPIO
	22
	26
	21

	Serial
	I2C, UART, SPI
	I2C, UART, SPI
	UART 

	Low Power Mode
	No
	Yes
	Yes

	Bluetooth Antenna
	Internal
	None
	None

	Random Num Gen
	No
	TRNG
	No

	Clocks
	RC
	LPTMR, PIT, RTC
	32kHz Sleep Timer

	V Supply
	1.8V - 4.3V
	.9V - 4.2V
	2V - 3.6V

	Standards Met
	FCC, IC
	Bluetooth-LE v4.2, 802.15.4-2011
	FCC, ETSI



After reviewing the three options we considered for our MCU, we reached the conclusion to use NXP’s MKW31Z512. Not only does it meet the standards we are required to meet by our sponsor, it is also the only MCU we found that has all the capabilities we’re looking for. The main selling points for this MCU were:

· Programmable interrupt timer for cap sense function
· True random number generator for security functions
· Low power mode
· Bluetooth-LE v4.2 

Although this MCU does not have an internal antenna, we can use an external Bluetooth antenna that will be tuned to work with this MCU. Our sponsor approved of this board and insisted we use it thus they will be supplying us the component, further lowering our total project cost.
[bookmark: _Toc500115385]3.1.1.2 Bluetooth Communication & Antenna
Our Bluetooth decisions and antenna we will use are broken down here. We use the research done to decide what technology we will use and of that technology, which specific part will be used. Our main comparison will be standard Bluetooth and Bluetooth Low Energy.

Communication Protocol
Before we decide on our Bluetooth hardware we need to decide what type of Bluetooth protocol we want our hardware to support. Bluetooth and Bluetooth Low Energy are used for very different purposes. Bluetooth can handle a lot of data, but consumes battery life quickly and costs a lot more. BLE is used for applications that do not need to exchange large amounts of data, and can therefore run on battery power for years at a cheaper cost. It all depends on what you’re trying to accomplish. For our ends, we need to transfer relatively small amounts of data without taking up tons of power as the system will always be on. We do not want the system to draw excessive amounts of power as the user would not want to pay that kind of power bill. The Bluetooth connection we are going to use is the Bluetooth low energy (BLE). It is a wireless personal area network technology designed and marketed by the Bluetooth Special Interest Group. BLE is also known as Bluetooth Smart technology which is the much newer technology to Classic Bluetooth. The table below shows the standards comparing Classic Bluetooth to Bluetooth Smart technology (BLE).






[bookmark: _Toc500114442]Table 3: Bluetooth Comparison
	Technical specification
	Classic Bluetooth technology
	Bluetooth Smart technology

	Distance/range (theoretical max.)
	100 m (330 ft.)
	>100 m (>330 ft.)

	Over the air data rate
	1–3 Mbit/s
	125 Kbit/s – 1 Mbit/s – 2 Mbit/s

	Application throughput
	0.7–2.1 Mbit/s
	0.27 Mbit/s

	Active slaves
	7
	Not defined; implementation dependent

	Security
	56/128-bit and application layer user defined
	128-bit AES with Counter Mode CBC-MAC and application layer user defined

	Robustness
	Adaptive fast frequency hopping, FEC, fast ACK
	Adaptive frequency hopping, Lazy Acknowledgement, 24-bit CRC, 32-bit Message Integrity Check

	Latency (from a non-connected state)
	Typically 100 ms
	6 ms

	Minimum total time to send data
	100 ms
	3 ms

	Voice capable
	Yes
	No

	Power consumption
	1 W as the reference
	0.01–0.50 W (depending on use case)

	Peak current consumption
	<30 mA
	<15 mA



As shown above in Table 3, BLE will be much more beneficial for our project uses. The much smaller power consumption as well as the being more efficient than classic Bluetooth, makes BLE the ideal choice for our project design. Of special importance to us is the lower power consumption and peak current consumption as that allows us to use more power elsewhere in the circuit. We intend to connect our circuit by BLE to the RCU. This connection will allow our CHU to control all the signals sent to the circuit through the RCU. The RCU connection will be connected to the internet so that it can receive remote commands from the application and then route them to our Central Hub Unit over BLE.

Bluetooth Antenna
Since the Bluetooth v4.6 MCU we decided on does not include a ceramic high gain antenna, we must find one that can be tuned to our MCU’s specifications. This antenna will be used to transfer and receive BLE messages from/to our MCU to/from a Bluetooth device. The antenna should operate at 2.4Ghz in order to communicate via BLE, should be omni-directional to avoid undesired connections, and also should be resistant to detuning in order to ensure successful messaging protocols. The three antenna we looked into are Molex’s 203006-001, Johanson Technology’s Dual Band 868-928 MHz/2.4 GHz Chip Antenna, and cerriANT’s SRCW004.

Molex’s 203006-001
Molex’s dual frequency ceramic antenna is a good antenna to use for BLE, BT, Thread, WIFI, and ZigBee. However, its main function is as a omni-directional WIFI antenna which is why it is capable of handling 5GHz frequency. The return loss is not so great however resulting in distortion of signals.
[26]

Johanson Technology’s Dual Band 868-928 MHz/2.4 GHz
The Dual Band 868-928 M from Johanson Technology is a dual band ceramic antenna that operates from 868 to 928 MHz and from 2400 to 2482 MHz. The antenna provides a gain of up to 2.5 dB with an efficiency of up to 78%. It is matched to 50 ohms and can handle up to 2 watts of power.
[24]

cerriANT’s SRCW004
The SRCW004 is designed to use in all 2.4GHz applications. It is capable of handling Bluetooth, WIFI, ZigBee, and ISM. Compact design with simple integration and implementation. Effective on varying GND plane sizes. Coexists well in multiple antenna systems. Resistant to de-tuning effects means devices can work well in different environments. Ideal antenna choice for small wearable devices, headsets, and sensors. 

[25]



[bookmark: _Toc500114443]Table 4: Antennae Comparison
	Antennae
	Molex’s 203006-001
	Dual Band 868-928 MHz/2.4 GHz
	SRCW004

	Frequency Range
	2.4GHz
	.8-2.4 GHz
	2.4GHz

	Return Loss
	High
	High
	Low

	Direction
	Mono
	Bi
	Mono

	Detuning Resistant
	Low
	High
	High

	Cost
	$.80
	Out of Stock
	Provided



[bookmark: _Toc500115386]3.1.1.3 Cap sense Integrated Circuit

Why Capacitive Touch
Our reason for using a touch to trigger system is to add convenience and passive functionality to our product. However, there are several methods used in the industry which can allow you to trigger based of a passive user action. We could have used a literal touch sensor or even a light sensor, but by using capacitance ‘touch’ we can open our product without the user having to even touch anything. Our intention for capacitive touch is to add a feature to the design which will allow the user to activate the self-opening portion of the cabinet by touch. This would only work when the cabinet is unlocked. When the electromagnetic lock is activated, the capacitive touch will not be active. By this we mean there will be no power running to the capacitive touch sensor when the magnetic lock is activated because we do not want the servos to run while the lock is activated. 

Capacitive touch normally falls into two categories: the mutual-capacitance configuration and the self-capacitance configuration. The former, in which the sensing capacitor is composed of two terminals that function as emitting and receiving electrodes, is preferred for touch-sensitive displays. The latter, in which one terminal of the sensing capacitor is connected to ground, is a straightforward approach that is suitable for a touch-sensitive button, slider, or wheel. We will be using the self-capacitance configuration for our automated cabinet system. 

[image: ]
[bookmark: _Toc500114377]Figure 9: Self-Capacitance Configuration

In Figure 4, the insulating separation between the touch-sensitive button and the surrounding copper creates a capacitor. In this case, the surrounding copper is connected to the ground node, and consequently, our touch-sensitive button can be modeled as a capacitor between the touch-sensitive signal and ground. Figure 4 is a representation of the way our capacitive touch is going to work.

The effect of the finger touching the capacitive surface is not to discharge the capacitor, but to change the capacitance by touch. By touching the surface, the dielectric properties of the human finger change the dielectric constant of the capacitor which therefore changes the capacitance altogether. The finger also works as a conductor. By that property it can create another conductive plate which runs parallel to the other plates with the rest of the human body acting as a virtual ground. Figuring this out, we realize that both ways increase the capacitance and that change is what sends the signal for capacitive touch.

Our capacitive touch product we will be using is from the Digi-Key Corporation. Taken from their website is Table 3, which shows their design considerations for buying the correct capacitive touch interface that we will need for out automated cabinets. 


[bookmark: _Toc500114444]Table 5: Digi-Key Design Considerations
	Features
	Resistive (4-wire)
	Surface Capacitive
	Projected Capacitive

	Ambient Light Sensitivity
	5
	5
	5

	Calibration Stability
	2
	2
	5

	Cost
	5
	3
	2

	Durability
	1
	4
	5

	Multi-Touch
	0
	0
	5

	Weather Resistance
	2
	3
	5

	Best Applicable Size
	2” - 26”
	12” - 26”
	2” - 10”

	Mobile/Handheld
	5
	0
	5



Table 3 breaks down a comparison of the three different types of capacitive touch that would work for our product. The technologies are ranked on a scale of 0 to 5 with 5 being "best" and 0 being "worst" performance. Projected Capacitive touch has the best ratings overall, but surface capacitive technology should be considered for cost-sensitive applications and products with larger screens. Resistive touch is included because it is still widely used however it is not as responsive as the other two, so it is considered in situations where sensitivity is not desired.
*We could have used something other than capacitive touch to provide passive intent features, but if you refer to section 3.1.4 you will see why we made the decision to use capacitance.

The cap sense integrated circuit will be responsible for providing our product users with seamless and convenient mobile access control. Upon a change in capacitance our circuit will trigger an event in CHU which will begin an authorization process via BLE between the on board MCU and the user’s key (mobile device). Thus, this hardware block of the CHU will also consist of two sections. The cap sense IC itself which will handle the change in capacitance and deliver an output; and also, the ‘capacitor’ whom’s charge triggers said output.





Cap sense ICs
The cap sense IC we’re looking for is essentially just a touch sensor IC which contains a comparator which will essential compare a charged capacitor to a reference voltage in order to deliver an output. The IC should operate within 3.3 volts, so we can power it with the CHU, have a digital output, and efficient signal processing.

Atmel AT42QT1010
The AT42QT1010 single key capacitive touch controller provides touch key replacements for mechanical buttons. The ICs are low cost, and as such can be added to designs with minimal impact on the bill of materials. The devices operate in low power mode and can be configured to three different speed settings. The main five functions the device boasts are drift compensation, spread spectrum acquisition, power consumption, sensitivity, calibration, and detection.

http://www.atmel.com/Images/doc8287.pdf

Azoteq IQS232
The IQS232 ProxSense® IC is a fully integrated two channel capacitive contact and proximity sensor with market leading sensitivity and automatic tuning of the sense electrodes. The IQS232 provides a minimalist implementation requiring as few as 2 external components. The device is ready for use in a large range of applications while programming options allow customization in specialized applications.

https://www.mouser.com/new/azoteq/Azoteq-Capacative-Touch-Sensors/

[bookmark: _Toc500114445]Table 6: Cap sense IC Comparison
	IC
	Atmel AT42QT1010
	Azoteq IQS232

	Cost
	$.70
	$.66

	Supply Voltage
	1.8V - 5.5V
	1.8V - 3.6V

	Output Signal
	Digital
	Analog or Digital

	Signal Processing
	Self-calibration, noise filtering
	Manual

	External Components
	electrode
	Res, cap, electrode

	Sensitivity:
	Variable
	Mid







After considering both capsense IC devices we decided to use the Atmel AT42QT1010 for our project design. The main reason we chose this IC is because it’s sensitivity is variable, and it has the abilities to filter noise and self-calibrate. On top of those reasons the Atmel IC only needs 1 additional component compared to the Azoteq’s IC which requires 3. The chip outputting a digital signal is a bonus because it makes it easier for us to use the output to trigger a hardware interrupt to start a BLE connection.

Cap sense Capacitor
The cap sense capacitor is essentially just an electrode which can easily change capacitance by human touch or even proximity. The main decision we need to make here is whether we want our cap sense to trigger by touch or proximity. Proximity seems like the more convenient choice for users but could be harder to implement on the development side. Therefore, for our capacitor or electrode we are considering either a metal handle or a copper sheet behind the handle, both will trigger changes in capacitance, but the metal handle will require a touch while the copper sheet will trigger off change in proximity.

[bookmark: _Toc500114446]Table 7: Electrode/Capacitor Comparison
	Electrode
	Metal Handle
	Copper Sheet

	Cost
	$10
	Provided

	Sensitivity
	Low
	High

	Trigger
	Touch
	Proximity

	Reliability
	High
	Mid

	Speed
	Mid
	Fast



After comparing the two electrode options, we have decided to use a copper sheet as an electrode for our capsense integrated circuit. The reasons are as follows:

· Provided by UniKey, so cheaper on our costs
· Faster to charge so we can open cabinets more passively
· Can trigger off proximity adding more convenience
· Provides a cleaner finish for our cabinet design





[bookmark: _Toc500115387]3.1.1.4 Servo Controlling Unit
The Central Hub Unit is also responsible for controlling the servo and thus the cabinet door hinges when it is commanded to do so via mobile device or cap touch. The CHU is not powering the servo as it is a high torque servo which draws more current than the CHU should be supplying. However, it still needs to control the servos in order to position the cabinets doors accordingly. There are two trusted methods to control a servo, both of which are available on the MCU (KW31Z) we have chosen for this project.

PWM Signals
Pulse width modulation signals are usually outputted through PWM enabled general purpose input/outputs coming off a microcontroller unit. PWM works by encoding a message into a pulsing signal and is commonly used to supply power to electrical devices. The signal the PWM pin outputs is called a duty cycle, an example is shown in the figure below. Servos use PWM by using their pulsing signal to determine which angle they should be rotating to, so you can say the servos decode the PWM signal to determine an angle at which they set to. The downside of PWM signals is that they’re not the most reliable positing system and also all servos do not interpret duty cycles the same way.


[image: ]
[bookmark: _Toc500114378]Figure 10: PWM Duty Cycles




I2C Communication

We can also use serial I2C to communicate and control servos in a more precise and reliable way. In order to use I2C to control servos, you need to use an IC which uses I2C to drive PWM lines. However, by using I2C instead of a GPIO to control PWM signals, we can ensure higher resolution, precise positioning, and the ability to control multiple servos simultaneously in sync. So, in order to get a more robust servo controlling system, we would have to include additional circuitry which will up total cost and development time.

[bookmark: _Toc500114447]Table 8: Control Interface Comparison
	Control Interface:
	PWM GPIO
	I2C PWM Driver

	Resolution
	8 bits max
	12 bits

	Frequency Range
	Mono Frequency
	Variable Frequency

	Reliability
	Low
	High

	Simultaneous Control
	N/A
	Yes

	Synchronization
	N/A
	Yes

	Additional HW
	None
	Integrated circuit



We have not finalized our decision on how we will control our servos. We are leaning towards using a I2C PWM Driver circuit in order to achieve more reliability, simultaneous control, and higher resolution. Using the driver, we’d be able to control two servos at once using synchronized speed and positioning. But we will have to purchase more hardware and add more software development. We can also simply use our MCU’s built in GPIOs to control the servos using direct pwm signals. Although it’ll be harder to control two servos, we can easily demonstrate the same features using one servo off of which will save us money, development time, and circuit designing. Therefore, we will decide based off of the pace at which we are progressing on our project.
[bookmark: _Toc500115388]3.1.2 Remote Control Unit (RCU)
In order to enable remote control functionality, we need to decide on a unit that can communicate with our CHU over BLE and have the ability to connect to the internet. After extensive research and insight from UniKey, we’ve narrowed our choices for an RCU down to two units. We can directly mimic UniKey’s products and use a UniKey RPU has our remote-control unit or we can use UniKey’s API to develop a similar protocol on a Raspberry Pi.


[bookmark: _Toc500114448]Table 9: Comparison Between UniKey RCU and Programmable Raspberry Pi
	Comparison of
	UniKey Remote Control Unit
	Programmable Raspberry Pi

	Cost
	99$
	Provided

	Power Supply
	5V
	3.3V

	Communication Protocol
	BLE
	UART,I2C, BLE, SPI

	Internet Access
	Ethernet
	WIFI

	Ease of Access
	Low
	High

	Reliability
	High
	Mid

	Setup Required
	No
	Needs configuration

	Support
	UniKey
	Online Forums

	Copyrights
	Yes
	Open Source



Both units have the capability to function as our remote controlling unit, but we are leaning towards using the Raspberry Pi as our RPU. Although the RPU is ready out of the box to be paired via BLE to a IOT device, it does add to our total cost and require software development. The RPi on the other hand is provided to us by UniKey and is capable of acting as an RCU after a similar amount of development. Furthermore, the RPi has WIFI availability which gives us more flexibility in our design and functionality, as we no longer would need to provide a ethernet cable for connection. The RPi can even assist us in adding more features down the road due to its extensive abilities. But as of now we’re simply using it as our RCU to act as the remote access controller. The unit will receive information from the application through the server and will be capable of sending out information to the server, as well as send and receive information from the CHU through some serial or BLE communication. The Raspberry Pi also takes less power than the RPU, so it will more efficient in a scenario where it needs to constantly run.

[image: ]
[bookmark: _Toc500114379]Figure 11: Raspberry Pi Powered On, Our UniKey Product Replacement
We were able to find a solution to using outside patented components by using a common source Raspberry Pi to accomplish the same functions as the RPU used by UniKey in their products. This allows us to make this project even more our own rather than copying a design made by the company. 
[bookmark: _Toc500115389]3.1.3 Pressure Sensor (PS) System

Our original idea for the addition security measure was going to be computer vision cameras that would send notice to the user that an item was moved without permission if the locking mechanism was activated. We realized this would accomplish the same thing as having the system notify the user if the cabinet was unlocked or locked. Our counter idea was to include weight/pressure sensors to the smart shelf of the cabinet. This would allow us to notify the user which items were messed with rather than just notifying that an item was moved. We are going to be using a Raspberry Pi matched with an HX711 weight sensor for our PS system. 





Typical uses of pressure sensor systems are for security in an area where you want an alert about someone entering an unauthorized area. These security measures detect movement by sensing pressure placed on them by weight. Two basic forms are normally employed, pressure mats and balanced buried pressure systems. They are usually located where people are mostly likely to step and activate other security measures such as alarms or lights when they measure pressure outside normal parameters. We are modifying this idea into a weight sensor that can enable the user to know when an item has been moved within the cabinet. The secure item will be placed on the pressure sensor and once the cabinet is in the secure mode, any tampering with the item on the sensor will be relayed to the server and from the server to the application. This way the user will always be able to tell if that item was secure. For example, if it is where you keep the bleach and your children are home without you. Say the bleach is moved, you know to call or send someone to make sure the children are okay.

[bookmark: _Toc500114449]Table 10: Computer Vision vs. Pressure Sensor
	Comparison
	Computer Vision
	Pressure Sensor

	Programming
	OpenCV
	C++

	Uses
	Able to tell if something moved by frame change
	Able to track changes to weight of item on sensor

	Price
	$70+
	~ $20

	Compatibility
	Would have to drill into the cabinet to attach
	Can be placed on Smart Shelf

	System
	Microcontroller
	Microcontroller with weight sensor



We are adding this security measure in order to both have the capability to let the user know about their items and to act as additional security. The additional security is to assure the user that if for some reason, the lock is broken into they can know what of their items were touched or taken. We decided on the pressure sensors as they will be just as reliable as the computer vision camera, but it will be easier to put to use without having to learn to program in OpenCV. By utilizing the known to work HX711 and the Raspberry Pi that eliminates the difficulty of learning OpenCV and the camera itself. We realized the use of the computer vision would only be one sided to alert the user that items were moved. The pressure sensors can kill two birds with one stone so to speak. This replacement will allow us to also give the user current weight of whichever item is placed on the sensor.



[bookmark: _Toc500114450]Table 11: Pressure Sensor Part Comparison
	Comparisons
	Raspberry Pi 
	Arduino Due
	Galileo

	Weight Capability
	Up to 50 Kg
	Up to 1 Kg
	Up to 50 Kg

	Weight Sensor
	HX711
	HX711
	SEN-1638

	Prices
	~ $20
	~ $20
	~ $10

	Programming Language
	Python, C, C++, Java, Scratch, and Ruby
	C/C++
	Python and C/C++

	Processor
	ARM1176JZF-S
	32-bit SAM3X8E ARM Cortex-M3
	Intel® Quark SoC X1000

	Processor Speed
	700 MHz
	84 MHz
	400 MHZ

	Memory
	RAM 512MB
	SRAM - 96 KB

	8MB Flash, 512KB SRAM, 256MB DRAM

	Programmer
	You can run any of the Linux-compatible text editors and IDEs right on the Raspberry Pi.
	USB, ISP
	USB, SSH

	Assembled or Kit
	Compatible with HX711
	Compatible with HX711
	Kit because of adding SEN-1638

	Digital Pins
	8 Digital GPIO
	54 (12 PWM)
	14 (6 PWM)

	Analog Pins
	None (no onboard ADC)
	12
	6



We are going to be using the Raspberry Pi with HX711 weight sensor system because it perfectly fits with the system we are building. We are going to be using a Raspberry Pi as our RCU, so we want to keep the interfaces the same with our pressure system as well. The CHU will take the info in from the Raspberry Pi pressure sensor and send it out to the Raspberry Pi RCU that will relay the information to the server. This way we can try to keep all of the communication on the same language and on similar connections.



The PS system will be able to read the weight of the item on the sensor and relay that back to the user. This will allow us to incorporate the grocery list design aspect of our product. The weight sensor will be able to relay the current weight on the sensor to the user. This gives the programmer the option to let the application note to the user how much is left of whatever is on the weight sensor. For example, if there is a five-pound bag of flour on the weight sensor, the weight of five pounds will be sent to the application. If the application saves that five pounds as the original weight, the programmer can write a code to let the user know how much is left. If there is only three pounds now, the user will know there is only three fifths left of the bag of flour.
[bookmark: _Toc500115390]3.1.5 Bluetooth Connection
The BLE connection we decided on was to go with a higher end MCU chip that was also BLE capable. This way we kill two birds with one stone, a large stone, but the saying still holds. Our chip is called the MKW31Z512. This chip worked out perfectly for us for the dual reasons of being BLE capable and also being supplied to us by our UniKey sponsor. This way we are able to accomplish our design without having to spend an arm and a leg. The BLE MCU chip is pictured below in Figure .

[image: ]
[bookmark: _Toc500114380]Figure 12: The MKW31Z512 Produced by NXP3.1.6 Locking Mechanism
In order to accomplish the goal of controlling access to the cabinet, there needs to be some kind of lock keeping the door of the cabinet closed. We have decided to use the AGPtek 60kg Holding Force Electric Magnetic Lock. We wanted to use an electromagnetic lock for a few reasons. Firstly, an electromagnetic lock is relatively quiet compared to a traditional deadbolt lock, which we feel adds a level of quality to the product. Secondly, an electromagnetic lock will be easy to implement into our project because they require a steady supply of current in order to function, so turning off the lock in order to open the cabinet is as simple as opening a switch to redirect the current away from the lock. Thirdly, an issue surrounding traditional locks is that sometimes the driving of the bolt causes it to miss the jam, thus messing up the calibration of what is considered closed or opened by the program. In this case, a calibration function is necessary, which is something that you see in some of UniKey’s products, and using an electromagnetic lock alleviates this issue. 

[image: ]
[bookmark: _Toc500114381]Figure 13: Electromagnet Visualization

As shown in Figure 6 above, a magnetic field is only generated when current is running through the coil within the lock. This will make it easy to implement the electromagnetic lock within our design because directing current toward/away from the lock in order to turn it on/off will be done by switching a GPIO pin. 

An electromagnetic lock has two parts to it: the actual magnetic lock itself and the metal plate that it holds in place. The magnet will be bolted into the cabinet and the metal plate will be connected to the door. When the door is closed, and the power is running to the lock, the magnet will start exerting a magnetic pull on the metal plate and will hold it in place, thus locking the door. 

Using an electromagnetic lock has some of its own issues however. The largest concern deals with the security of the cabinet during a power outage. Since we will be drawing power from a wall outlet to power the cabinet, including the lock, if the current is not coming through then the lock will not be working, and the cabinet will be openable by anyone. The other main concern we see with using an electromagnetic lock is that if you get locked out of the cabinet, it is more difficult to open than traditional lock. Whereas with a deadbolt lock you are able to either pick the lock or call a locksmith, for an electromagnetic lock you would need to turn off the power of that wall outlet. Another issue is that using an electromagnetic lock is more expensive than using a traditional lock. Despite these issues though, we felt that using an electromagnetic lock works better in our project. 

[bookmark: _Toc500114451]Table 12: Electromagnetic Lock vs Traditional deadbolt Lock
	Type of Lock
	Electromagnetic
	Traditional deadbolt

	Method of powering lock
	Directing current toward/away with a GPIO pin
	Use a linear actuator to drive the lock in and out of place

	Cost
	$20
	~ $70 for a deadbolt and a linear actuator

	Security
	High security except in the case of a power outage
	High security at all times

	Silent
	Yes
	No

	Possibility of jamming?
	No
	Yes



We looked at a couple different electromagnetic locks before choosing the one we did. There are a few reasons why we chose the AGPtek 60kg Holding Force Electric Magnetic Lock. It was one of the cheaper locks that we saw that fit our needs firstly. Also, 60kg of holding force is more than strong enough to keep the cabinet closed since without a handle on the door, it’ll be hard for someone to apply the 60kg of force needed to break the lock. The lock requires a constant DC supply of 12V to function, which we feel will be easy to accomplish. While both of these locks detailed below would have worked for our project, we decided to go to the AGPtek 60kg lock because it was cheaper, and we decided that we do not need more than 60kg of holding force since it will be difficult to provide enough force to open the cabinet while the lock is active without a handle. 

[bookmark: _Toc500114452]Table 13: Comparing different models of electromagnetic locks
	Lock
	AGPtek 60kg
	OWSOO 320kg

	Holding force
	60kg
	320kg

	Price
	$23.13
	$31.99

	Input voltage required
	12DCV
	12DCV

	Able to turn on/off by redirecting current?
	Yes
	Yes



[image: ]
[bookmark: _Toc500114382]Figure 14: Electromagnetic Lock Block Diagram
Figure 5-A shows the flow of power from the power hub to the CHU to the electromagnetic lock when the GPIO pin for the lock is set to “on.” In this case, the lock will be getting the constant 12V it needs to be functionable and will turn on, which will not allow the cabinet to open. Figure 5-B shows the flow of power when the GPIO pin is set to “off.” The lock will no longer be getting the constant 12V it needs to be functionable and thus will turn off, allowing the cabinet to open. As shown in the picture above, the GPIO pin will act as a switch to direct the current and voltage to and away from the electromagnetic lock. If the GPIO pin is on then the switch will be closed, and power will be getting to the lock, if the GPIO pin is off then the switch will be open, and the lock will not be getting the power it needs to be active. We decided to design the locking mechanism for the cabinet this way because it will allow us to easily turn the lock on or off since all we need to do is flip the GPIO pin. 
[bookmark: _Toc500115391]3.1.7 Servo
The reason that we are using a servo rather than a linear actuator is because a linear actuator provides force in a straight line, whereas a servo provides rotational force. The design of the cabinet is what determines which we will need to use. We have decided to use a cabinet that has a single door, so having a servo provide force to the door hinge will allow the door to open and close. If we had decided to use a cabinet with drawers, then a linear actuator might have been more beneficial.






[bookmark: _Toc500114453]Table 14: Servo Comparisons
	Make
	TowerPro
	Hitec
	Futaba

	Model
	MG995
	HS-311
	S3001

	Modulation
	Digital
	Analog
	Analog

	Weight
	55 grams
	42.8 grams
	45.0 grams

	Dimensions
	40.7*19.7*42.9 mm
	39.9*19.8*36.3 mm
	39.9*20.1*36.1 mm

	Torque
	9.4 kg*cm
	3.0 kg*cm
	2.4 kg*cm

	Voltage Required
	4.8 V
	4.8 V
	4.8 V

	Speed
	0.2 s/60 degrees
	0.19 s/60 degrees
	.28 s/60 degrees

	Motor Type
	Not given
	3-pole
	3-pole

	Rotation
	Not given
	Busching
	Single Bearing

	Gear Material
	Metal
	Plastic
	Plastic

	Typical Price
	$8.50
	$12.95
	$24.99



[18]
We need a servo to turn the door hinge in order to open the cabinet door. We chose to use the servo because of the price and strength of the model. We needed something with a large amount of torque because the servo needs to be able to provide enough force to move the weight of the door, which we’re estimating to be about 40 pounds. The MG995R will be connected to the CHU and will be programmable to drive the door open and closed with the push of a button. The figure below shows how a servo will act upon the door hinge which will work to open and close the door of the cabinet.
 [image: ]
[bookmark: _Toc500114383]Figure 15: The servo turns a crank which will open and close the door of the cabinet

Something to note with the servo is that we need to ensure that we never are having the servo drive the crank to open the door while the electromagnetic lock is receiving power and is active. If the servo is trying to open the door while the lock is holding it in place, it is likely that the servo will break because it will not be able to provide enough force to separate the metal plate from the magnet. 
[bookmark: _Toc500115392]3.1.8 Power Supply
Our intentions for the power supply are to plug into a wall outlet. The outlet itself provides 100 - 127 V at approximately 60Hz. We will be using a three-pin input called a Type B wall socket. The socket is grounded and runs at 15 A. These are the outlets that are mainly used in the USA, Canada, Mexico, and Japan. In short, our power source is going to be a US wall socket. The plug is a class I plug designated as American standard NEMA 5-15. The NEMA 5-15 is shown in the US and Canada sockets shown in Figure 5. It has two flat 1.5 mm thick blades, spaced 12.7 mm apart, measuring 15.9 - 18.3 mm in length and 6.3 mm in width. It also has a 4.8 mm diameter round or U-shaped earth pin. Which is 3.2 mm longer than the two flat blades, making it 19.1 - 21.5 mm, so the device is grounded before power is connected. 





[bookmark: _Toc500114454]Table 15: Comparison of Power Sources
	Comparisons
	Wall Outlet
	Battery System

	Power Level
	Constant Source
	Limited Time

	Cost
	House Electric Bill
	Replacing Batteries

	System Effect
	System Always works
	System shuts down when batteries die

	Location
	System must be near outlet
	System can be set up anywhere

	Power State
	AC
	DC

	Power Conversion
	Need an adaptor and step down components
	Can set batteries to certain voltage, need step down components

	Procurement
	Purchase Outlet converter
	Build Battery Pack to size or buy pack and plug in



Obviously, we cannot attach 100+ volts directly into our system, so we have to transform that voltage down to a safer level and the required voltage that we need to run our other hardware. It is important to note that the socket type we are using will only be useable in countries rated at the same voltage level as the United States. For example, there would be possible complications to try to implement our technology in the United Kingdom as the outlets there provide approximately 230 V at approximately 50 Hz.

[image: ]
[bookmark: _Toc500114384]Figure 16:  Socket Types in the USA and Canada 
The main concepts for limiting the incoming power are to use a transformer. Now to ensure we get a steady voltage and current the process is to put the power through a transformer (drops the voltage level) into a rectifier (converts the AC voltage into DC voltage) into a capacitor (to smooth the current) into a regulator (ensures the voltages do not escape the range of safe operation for the circuit) before entering the actual circuit. The block diagram breakdown of the power converter circuit is shown in Figure 6 below. 

[image: ]
[bookmark: _Toc500114385]Figure 17: Power Conversion Block Diagram

The logic is explained above for how the voltage is converted to usable levels. Our plan is to use the power hub to give 12V DC power to all the components by putting them in parallel. For our components that require less power, we are going to be using voltage division rules to calculate the necessary step-down regulators we are going to input into the circuit. It looks as if the voltage values we are going to need are 5V DC and 3.3V DC on the lines that do not require the full 12V DC. 

Most of the power converters that we looked at used the standard United States wall outlet to draw power from, and the same 5.5mm plug. This type of plug will be incompatible with the CHU and other components. In order to make this work, we also need to buy an adapter to make it compatible with the CHU. There are a few different adapters we could use, but we have decided to get an adapter to be able to connect the power converter to the CHU using a Micro USB connection. Micro USB connections are easy to implement because a lot of devices use them. We will have a Micro USB input for our CHU and the Raspberry Pi also utilizes that kind of connection. 




[bookmark: _Toc500114455]Table 16: Comparison of Power Converter Blocks
	Comparisons
	AD12V0150
	MW48-1270
	NS-AC1200

	Source
	Amazon
	Amazon
	Best Buy

	Manufacturer
	PryEU
	MW
	Insignia

	Cost
	$13
	$10
	$20

	Variable Voltage Output
	No
	No
	Yes

	CHU Adaptor
	DC Plug Type: Φ5.5 x Φ2.1 x 10 mm (inside"+", outside"-") or Splice
	AUX pin or have to Splice
	Compatible with round pin, micro USB, and Splicing

	Size
	1 pound
	1.1 Pounds
	.27 pounds

	Max Current
	1500mA
	700mA
	1300mA

	Cord Length
	47.2 inches
	5 feet
	N/A



From the 12V power hub we will have multiple step-down lines that lead to the components that need different voltage levels. They will all have 12V DC to start with and be stepped down to voltages needed by components connected to the CHU. These components will include the BLE chip and Antenna, the EM lock, the servos, and capacitive touch. On our CHU we will have to have this power hub connect to the 120V AC to 12V DC converter. Once a project is past the prototyping phase, it will usually end up on a PCB. One of the most common power connectors used on a finished PCB, in both consumer electronics and hobby electronics alike, is the barrel connector, also known as a barrel jack. These can vary in size, but they all function the same and provide a simply, reliable way to power your project. This will most likely be the way we connect the power converter to the power hub. We decided to go with the PryEU manufactured power converter for a few reasons. The first reason is we were looking for something low cost. Secondly, we wanted a power converter that plugs directly into a standard United States wall outlet. Thirdly, while all of the power converters that we looked at provided 12DCV, the PryEU power converter provides the most current. The PryEU model was not the cheapest on the market, but we felt it best suited our project. 


[bookmark: _Toc500115393]3.1.9 Cabinet
The Cabinet we are going to use only has a few requirements that we have to meet. Because of this, we do not need an extravagant cabinet. We only need one that meets those basic requirements. We need a cabinet that has a single swing hinge to open in order for our servos to open the door by providing rotational force on the door hinge. This cabinet type is also best for our magnetic lock to latch where the door would sit on the cabinet. Next it is important for our cabinet to have at least two shelves that we have the ability to have a “Smart Shelf” which is our pressure sensor feature. From a marketing perspective, the “Smart Shelf” would be an additional cost to the user. It is something we can market per shelf that the customer can choose how many they would want in their overall product. These Smart Shelves are the extra security measure as well as the added weight sensor application to allow the user to know how much weight is left of their product or item on the sensor.
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[bookmark: _Toc500114386]Figure 18: Criteria for Our Cabinet

Figure 9 shows an example of a cabinet design that we are looking for. This design will fit our needs because of the single door and two shelves not including the bottom. The door will be powered by the servo which will turn the door hinge to swing open the door and will be locked with the electromagnetic lock to keep it from opening when the lock is active. One thing to note is that it is very important to ensure that the servo is never driving while the lock is active. 


We found a couple cabinets that fit our criteria. We decided to look for cabinets from Walmart due to the ease of being able to go pick it up. Between all of the cabinets that we debated going with, the ultimate factor in our choice was price. In the figures below are two cabinets from Walmart that would have worked for our project. 
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[bookmark: _Toc500114387]Figure 19: Potential Cabinet Styles

[bookmark: _Toc500114456]Table 17: Cabinet Comparison
	Cabinet
	White Cabinet
	Espresso Cabinet

	Cost
	$60.99
	$81.45

	Size
	17.64 x 11.50 x 31.30 Inches
	31.50 x 13.00 x 13.50 Inches

	Number of shelves
	3
	2

	Type of door
	Wood
	Glass



We decided to use the white cabinet in the first picture for our design. This cabinet has a solid wood door which provides more security for the cabinet than the glass door does. While both cabinets we looked at fit our criteria of a single door, this cabinet has 3 shelves and the espresso cabinet only has 2. This makes the cabinet more user friendly since more items can be stored inside. The main reason we have decided to use the white cabinet is because of the cost involved. Not only does it fit with our design better, using the white cabinet over the espresso cabinet will save on production cost for the project. 
[bookmark: _Toc500115394]3.2 Software
As with most projects, the hardware and software aspects are equally as important. The hardware isn’t particularly useful without software to instruct it, and software is equally as useless without hardware to be ran on. This relationship means that the software and hardware have to be designed together not separately, as their compatibility is absolutely necessary. Smart Cabinets software will be used to facilitate the communication between the physical cabinet’s hardware and the front-facing software of the Android Application. Our Software will have to adhere to multiple standards determined by our group, as well as pass extensive testing to ensure reliability and security.
[bookmark: _Toc500115395]3.2.1 CHU Firmware

Our Central Hub Units firmware will have based off of and flashed onto our MKW31Z512 SoC which holds a 512 KB flash memory and a 48 MHz ARM Cortex M0+ core. The reason we’re using a power tool for a task that clearly only needs a hammer is that neither of us is familiar with developing firmware, so using a mcu with large memory gives us room to program as rookies. Using a NXP board also provides us a with a support team through the NXP community, as well as UniKey’s engineers as they tend to use similar components. The CHU firmware is intended to be written entirely in C++, as it’s the ideal language for our desired functionalities. The CHU firmware will be responsible for:

· Object tracking communication
· Servo Control
· Lock Control
· Cap touch Control
· BLE Communication


[bookmark: _Toc500115396]3.2.2 RCU Firmware
Our RCU firmware will be slightly different than traditional firmware as we’ll be developing on to a Raspberry Pi. Raspberry Pi are extremely adaptable and modifiable and are supported through a large community of forums and open-source projects, therefore it should not be too difficult to demonstrate the basic functionalities of our RCU on a Raspberry Pi. However as using an RPi to communicate with UniKey’s API is uncharted territory for both us and UniKey, we plan to work with them to develop a simulation of their RPU product onto a Raspberry Pi. The firmware design for the RCU is intended to be entirely in Python as it is a common language for RPi’s and gains us a larger support community. The RCU firmware will be responsible for:

· BLE Communication
· Server Communication
· Handling Remote Commands
· Sending Remote Updates

[bookmark: _Toc500115397]3.2.3 Pressure Sensors System
Part of our Smart Cabinet security scheme will include the ability to track, by weight sensors, if an object has been moved. This will allow the user to check the status of their cabinet inventory and verify if anything has been moved. Because reliability is a major focus of our project, we need to ensure that the sensor data is not only recorded accurately, but transmitted accurately to the user. The sensor system will be controlled off of an microcontroller like a Rpi or Arduino Uno, the microcontroller will be connected to a load bar which will be used to as the weight sensor. The microcontroller will constantly poll the load bar readings and will only report back if the readings are a threshold greater or less than the previous reading. The microcontroller will also have the ability to calibrate the weight sensor whenever commanded by the CHU, it will then continue to poll the newly calibrated weight.
[bookmark: _Toc500115398]3.2.3.1 Collecting Sensor Data

In order to collect sensor data, the CHU will simply wait for an response from the PSS microcontroller and then update the RCU and mobile device with the object state. In order to complete these tasks, the CHU will interface with the PSS via a serial interface as well as a GPIO. The plan is to use UART communication to send commands to the PSS and to use a GPIO as a hardware interrupt to notify us of any state changes or calibration completions. The CHU will then update the RCU and app accordingly.


[bookmark: _Toc500115399]3.2.4 Cloud/Server
The Cloud Server is a major piece of our project and is the backbone of the software. The server will be hosted online using a cloud provider which will manage the actual physical servers our system will be ran on. The Server will act as the brain of system and will be the main communicating point between the Cabinet and the remote access devices. The server will also contain the persistent data that we will use to interact with our “customers”. Using a Cloud provider will allow us to utilize microservices to have a balanced and mature system.
[bookmark: _Toc500115400]3.2.4.1 High Level Overview
This is the Block diagram breakdown for how the server will communicate with the android device after we have designed everything. This is the plan for the server development as well as the application communication requirements.
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[bookmark: _Toc500114388]Figure 20: High Level Overview of Smart Cabinet system





The above diagram shows the high-level overview of our Cloud Software System. The Android Device is the Client which will use the REST endpoints in the AUTH, Persist, and RCU service. The AUTH Service will strictly handle logins and will only be communicating with Okta to receive and return the User’s JWT for validation. The Persist Service is the front-facing interface for the Database. In our team’s REST architecture, the Client (Android App) will not ever directly touch the Database instead it will hit the REST endpoints located in the Persist Service which will actually apply the SQL/Firebase Commands. The RCU Service is the intermediary between the Android App and the actual physical RCU. They will both be hitting the RCU Service’s Endpoint to update/query the status of the lock and the status of the inventory. This allows us to have one simple webservice with multiple endpoints depending on which methods the client would like to hit. These methods will be determined based off of their returned objects as opposed to their actual functionality. This paradigm allows us to make methods that are very modular and return very specific, yet lowly coupled, classes.

All three services will work in tandem to create the whole system. Each service needs to be modular and have very low coupling between each other. This means separating Client code from Server code and separating Client code from accessing the Database. Due to security reasons, the Client should NEVER directly access any persist engines. This ensures that all data will be sanitized and validated before entering our database. Preventing direct access to our database removes most possibilities of SQL-injections and other security-breaches.
[bookmark: _Toc500115401]3.2.4.2 Back-end
Our back end will be based on a REST API microservice architecture. This means that different features of our software will have their own separate server and REST endpoints mapped to classes and functions. Compared to a monolithic architecture, microservices allow low coupling between completely different functions. They also allow the ability to scale up and down a particular service depending on how much traffic they receive. Practically speaking, microservices are also relatively cheap and many cloud providers (Amazon, Google, Microsoft) have lengthy free trial period, excellent for testing and developing. Microservices can also be coupled with persist engines and databases to make an easy-to-use API for storing and querying data.

[image: microservicve.png]
[bookmark: _Toc500114389]Figure 21: Comparison of Monolithic Architectures and Microservice Architectures [17]
The above diagram shows the benefits of a microservice architecture v. a monolithic one. Monolithic designs are much more prone to bottlenecking in their system as ALL requests are passed to the same service. Also, monolithic designs can only be scaled system-wide, meaning all of the services are updated, not service specific. Microservice architectures can scale specific services, reducing bottlenecking completely and saving money and improving performance by only scaling up only the services that need it.

There are many advantages to a RESTful backend compared to the alternative, SOAP. RESTful web services promote client-server separation and allows low coupling throughout the system. REST services are also stateless, meaning they contain no information of their previous instance. This is beneficial as it is very easy to run into concurrency issues with web services. Because our system will support many potential clients, keeping our backend stateless is an absolute requirement, as state-full systems are much more prone to security breaches and unforeseen bugs. REST endpoints allow easy-access code anytime without downloading dependencies or injection. REST also allows multiple data formats (JSON, XML, YAML), while SOAP services will only accept XML, limiting the kinds of data we can receive.
[bookmark: _Toc500115402]3.2.4.3 Choice of Cloud Provider
The choice for cloud provider came down between Amazon, Google, or Microsoft. All three providers offer free services, and all three also have low-cost, low-memory servers which is exactly what we needed.  




[bookmark: _Toc500114457]Table 18: Comparison of Cloud Providers.
	
	Google
	Amazon
	Microsoft

	Trial Credit
	$300
	$200
	$200

	Trial Length
	12 mo.
	12 mo.
	12 mo.

	Price Per Month (avg)
	$5
	$16
	$13

	Documentation Rank
	3rd
	1st
	2nd

	Compute Engine Mem
	1GB
	2GB
	1GB


[18]
After comparing the three big cloud providers, Amazon was chosen as the one we will use for this project. Although its cost is higher, the free trial is more than enough to get started and the higher level of support, community, and Documentation will relieve a lot of problems down the road. A quick Stack Overflow search provided ~88,000 results for Amazon Web Services, ~29,00 for Google Cloud, and ~48,000 for Microsoft Azure. Amazon's documentation is particularly relevant and up-to-date, and as a relatively new developer this will allow more time for developing and less time spent on configuring.  

Amazon Web Services has many features that we can use to make the final product more robust, safe, and easy to maintain. Amazon Web Services is known in the industry as reliable, and mature with a low learning curve, which is valuable as no group member has extensive knowledge of Cloud backends. Most importantly, Amazon Web Services is compatible with all of our other tools, including Docker, Load Balancing, and YAML-less configurations.
[bookmark: _Toc500115403]3.2.4.4 Deployment
All services will be deployed through the cloud provider using Docker containers. Dockers are the new industry standard in virtualization of the cloud servers. Previously deployment was done by uploading WAR files onto the platform and running the Java code. Alternatively, this could be done with Virtual Machines on the servers, although this has been used much less since Docker’s release. Docker isn’t an actual Virtual Machine and thus does not have the same limitations as a normal VM. Docker doesn’t require nearly as much space for the ‘OS’ and can also share and pool resources amongst ALL services. Docker is a universally accepted standard that can be deployed on virtually any operating system. It also has compatibilities with Amazon Web Services, including ample documentation on deploying Docker-based applications through their platform. Docker is used by many top tech companies and the community has latched onto it in a big way. Docker has great documentation and a relatively big community to help answer questions. This makes Docker a clear choice for our deployment mechanism.

[bookmark: _Toc500115404]3.2.4.5 Authentication
Authentication is the very first thing the user will interact with. As such it must be reliable, and work as expected virtually every time. The two mainstream ways to authorize users are either with Cookies, or with JSON Web Tokens (JWTs). The Cookie approach is a little older, but definitely standardized by now. However, the Cookie approach has some serious drawbacks compared to Tokens. Token systems are decoupled between server and client. Higher decoupling is always a good thing. Token systems are also stateless which completely erases any errors spawning from concurrency and threading (The worse kind of errors).

[image: CookieBased.png]
[bookmark: _Toc500114390]Figure 22: Comparison of Cookies vs JSON Web Tokens [20]

The image above shows the relative similarities between the two methods. With Cookies everything is in the session ID located in the user’s browser. This creates high coupling between client and server.

For our team, Authentication will be done by a third-party JWT provider.  JWTs will be placed in the header of our requests and will be used to validate API and database access. The JWT will be placed in the Authorization header as a Bearer token. JWTs are useful as they allow us to choose an assortment of claims as well as make our own custom claims. This authentication will follow OAuth2.0 standards through the Stormpath 3rd party API. This will allow us to avoid creating an Authorization microservice and outsource that work to the 3rd party provider. This service is free and will reduce not only our server costs but also the load on our system.  



Our authentication service will use Okta to provide our JWT. Okta is an industry-leading producer and validator of JWTs who boast an “Always-On” Slogan and a 99.97% uptime in the last 12 months. This means that there is a VERY small window where our authorization service won’t work. Reliability is very important, and any downtime on login could be critical. Users must feel as if they can access their cabinets and inventory at any time. Our team chose Okta as it is relatively easy to implement (much easier than creating our own AUTH mechanism), the community and documentation are mature, and most importantly it’s free. Okta also has an Integration Network of over 5000 and the ability to integrate with a multitude of vendors including Facebook, Google, and Amazon.
[bookmark: _Toc500115405]3.2.4.6 Certificates
For an extra layer of security, we will also implement SSL/HTTPS for our Web Services. SSL (Secure Socket Layer) is the standard security algorithm to encrypt data between Server and Client (Web Browser). Having Secure Socket Layer connections allows us to definitively say that the data being passed between server and client is safe and secure. It also means that we don’t have to encrypt every single piece of data being sent from Client to Server and vice versa. Instead, the Secure Socket Layer connection will handle the encryption of data innately. Having Secure Socket Layer means that we can interface with others using HTTPS standards rather than just HTTP, which has increased features. This requires creating a CSR (Certificate Signing Request) and having a CA (Certificate Authority) authorize our Certificate. Normally this would cost upwards of $100 dollars a year PER domain name. Our available options were to pay for a Certificate Authority to authorize our certificate, self-sign our certificates, or use a free Certificate Authority service (letsencrypt.org). As cost is a very important factor for our project, paying for a Certificate isn’t justifiable. The choice then came down between self-signing our Certificates, or using letsencrypt.org (very popular and respected free CA). Self-signing certificates are very easy to make, and easy to implement, however they do not instill any confidence in the user that our system is secure. Hitting an endpoint with a self-signing cert will show the following message:

[image: Self-signed.png]
[bookmark: _Toc500114391]Figure 23: Example of Self-Signed Cert website. [21]

This obviously is a glaring red flag that indicates to any user that our system is vulnerable, meaning it’s not feasible. Finally, it came down to using letsencrypt.org. letsencrypt.org offers free single-domain Certificates that last 90 days. While it might be slightly more difficult to implement, letsencrypt has many features for automatically grabbing new certs before the current ones expire, so only the first implementation will take time. A basic single-domain cert from letsencrypt.org allows our Web Service to display the “Secure” icon (Shown Below).

[image: Secure.png]
[bookmark: _Toc500114392]Figure 24: SSL Icon

Letsencrypt uses a script called Certbot which handles all of the actual Cert creation and authentication. Certbot can be ran on almost any underlying operating system, it just requires the ability to access a project’s webroot folder. Unfortunately, because our app will be deployed in a docker container, it prevents Certbots plugins from directly reaching the root directory of our project. Fortunately, Certbot has Docker images specifically made to work with other Docker-based projects. Letsencrypt produces regularly-updated Certbot Docker images available for free from their github. These images can be running and mounted onto our project’s Docker image, bypassing the need for the Certbot plugins, and allowing the certificates to be placed in the correct directories. All of the above-mentioned procedures can be easily scripted and automated using shell scripts, in fact letsencrypt advocates the automation of their process. All certificates can be renewed through letsencrypt (using certbot) up to 30 days before they expire, ensuring that there will never be a down-time without SSL available. Although the certificates expire 90 days after receiving them, letsencrypt allows unlimited attempts on renewals of the certificates, meaning that a renewal script could be ran indiscriminately daily without fear of harming our current certificates.

[bookmark: _Toc500115406]3.2.4.7 Use of Interfaces and Code Coupling
A general practice in software development is to always map concrete classes to abstract classes or interfaces. This greatly reduces code coupling and allows for easier-to-use API’s. By having all classes mapped to an Interface, the user doesn’t have to have any idea about the implementation behind the code, just the interface contract showing a simple Input/Output scheme. By having all of our code laid out this way, we can also increase the simplicity of the Mobile Application. Under this thought process, our Mobile Application is just another Client to the backend, meaning the Mobile Application can be blissfully unaware of the workings of the backend and treat it as a black-box. 
[bookmark: _Toc500115407]3.2.4.8 Issue Tracking and Branch Usage.
As the development process progresses, our group will inevitably come across faults and bugs in the software. This is a natural occurrence that absolutely can’t be avoided. What can be done is to have a system in place for reporting and tracking bug fixes and major feature changes. There are many products available for Issue Tracking, including Atlassian’s JIRA. This however has not only a steep learning curve, but also a monetary cost as well. Due to the fact that only two out of four of our group members will be regularly touching code, we don’t particularly need a set tool to accomplish the same results as JIRA. Our team will have separate Google Drive folders for reporting bugs, as well as issue tracking and feature-tracking. Due to the nature of remote repositories, it is considered good practice to branch off of master for large bug-fixes and feature-updates. This prevents any one push to the remote repository from breaking the already functioning code.

Our Issues and Tasks will be labeled and ordered using Smart Cabinet -( App,Cloud,Firm) -ISSUE#, to keep track of issues and log them accordingly. This will prevent two people from working on the same issue concurrently, and also allow others to see what each other is working on.

[bookmark: _Toc500115408]3.2.4.9 Revision Control
Every software project needs to be properly version controlled through a tracker such as git. Git allows us to commit and push our code into any repository of our choice, and create branches for testing, developing, and production. The alternative to git is Subversion, or SVN. We chose Git because it allows developers to work remotely and without internet connection. Git has local and remote repositories meaning that work can be done simultaneously across group members. This is important as merge conflicts are a huge problem with multi-person software projects. It is also much easier to make and merge branches in Git compared to SVN, which will be very useful as every project will have multiple branches based off of specific issues, features, or bugs. Git also preserves history with commits, meaning we can rebase the repository if a code change was pushed by accident. Due to all of these reasons and the fact that Git has slowly overtaken SVN as the revision control standard makes Git a clear choice for our project.

[bookmark: _Toc500115409]3.2.4.10 Choice of Database
The database has to be compatible with Java as well as compatible with REST form data input. The database has to be cloud-based and not in-memory, although our app will utilize in-memory caching for fast non-personal information retrieval. The choice of which database is a tough one as there are a plethora of options and they are all relatively similar. The two main choices for database standards are between a Hierarchical or Relational Database. Hierarchical databases subscribe to the “One-to-many” ideology where the structure fits a Parent-Child relationship. Relational databases on the other hand allows multiple tables to contain discrete data sets and be “Related” (hence the name) to another table’s values. Popular Relational Databases includes Oracle, MySQL, and Postgres. Hierarchical databases are typically used in small, simple applications with a simple Schema and dataset. Our team decided to choose the Firebase Database for our application. Firebase is a hierarchical database that essentially uses JSON structures in a tree. This is particularly useful as all of our communication is done through JSON. This allows for almost seamless integration between our REST backend API and our database.
[bookmark: _Toc500115410]3.2.5 Mobile Application
Here is our research on the Mobile Application development. We have to compare Android to iOS to see which interface will better suit our needs. Along with that comparison we need to know how our application will look and how it will work for the user. We need to compare the different application development sites and see what the analysis yields for our application choice. 
[bookmark: _Toc500115411]3.2.5.1 Android v. iOS
Our group chose Android because that’s where we have the most experience. No one in the group had previously created iOS apps and the learning curve for C# (and Swift) is very high. Our group does know Java however, which is the language native to Android. Java is one of the most used programming languages ever, and has a massive community and an unprecedented number of tutorials, forums, and support.

Android also has much easier standards for getting an app on the Google Play Store. They do not check content as rigorously and thus also have a much lower turnaround time for getting an app uploaded. As time is arguably our most important resource, the ease of the Google Play Store is a wise choice compared to Apple. Cost-wise, the fees to publish to the Google Play Store are also much lower than the Apple App Store which allows us to spend our money on other more important resources. 

Android is also the largest smartphone operating system on the smartphone market by usage [17]. This means our project could potentially reach a much wider audience. As shown in Figure 14 below, more phones are in the United States use Android’s OS than Apple’s. If you look globally then the difference in users between the two platform grows significantly as shown in Figure 15. This will make it easy to take our project internationally if we ever reach that point while growing it. 



[image: ]
[bookmark: _Toc500114393]Figure 25: Global Smartphone System Rankings
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[bookmark: _Toc500114394]Figure 26: Global Smartphone System Rankings
Also, while some in our group have Apple phones rather than Android, it is not very expensive to buy a new Android device to use for testing if necessary. However, if we need to buy an Apple phone for testing purposes that will be much more expensive.
[bookmark: _Toc500115412]3.2.5.2 Function of Mobile Application
The Mobile App will serve as the front-end point for accessing the REST API backend. The app will be written in Java and made for Android phones. It will provide the user the ability to Lock/Unlock the cabinet as well as have pages showing Inventory. It shall also be able to show all of this data remotely by communicating with the RCU. 

The app will make REST get and post calls in JSON format to the backend microservices. Custom Data Formats will be serialized and placed inside Custom Request and Response classes for communication between Client (Android App) and Server (Microservice).  

The app will need to also be able to communicate with the CHU through Bluetooth communications. The app will have to broadcast, connect, and communicate with the CHU using BLE standard. The Android Bluetooth (BLE) API will be used for communication. It has easy to use methods for setting up, broadcasting and receiving GATT attributes over a BLE connection. BLE is available on Android 4.3 (API level 18) and up, thus restricting our target phones to only those capable of supporting BLE and Android 4.3 +.   

On lock and Unlock, the App will collect meta-info from the BLE connection and assign a UUID to each lock/unlock. Pertinent information (User, Time, Day, Duration Open) will be collected and formatted, then inserted into as volatile data into the Persist Engine Database through the Persist Web Service. This data will be stored unencrypted for a relatively short period of time (Day –scale).  

The App and the RCU will be communicating also through REST endpoints. The APP will send requests containing serialized data to the RCU’s endpoint. The RCU Web Service will then parse the request and communicate with the CHU to lock/unlock. Endpoint API’s allow us to create simple, reachable methods without exposing any of the underlying business logic. 

The app will also have an activity for viewing inventory log. By focusing that activity, the app will contact the RCU web service through its REST endpoint API. The web service will make normal method calls to the RCU which will check if any items have been moved.

[bookmark: _Toc500115413]3.2.5.3 Login and Registration
Upon first opening the mobile app, the user will be taken to a login screen. There the user can use their credentials to log in, reset their password, or register. These will each consist of unique Activities. 
The log-in activity will be a simple page with the ability to enter the user’s name and password. This will first reach our AUTH Service, which directly pings OKTA’s servers, passing along the user info. At that point, either the user is validated, and their API token (JWT) is returned to the AUTH Service, or they will be denied access which will inform the user that either their username and password aren’t correct, or that the user does not exist.  Finally, the user’s username is sent to the Persist Service to be placed in the database to prevent duplicate usernames.

The Registration activity will only include basic, pertinent information such as name, log-in name, and email. These will first hit the Persist Service which will check to see if the username already exists. If it does, an error will inform the user that they must choose another username. If the name is available and all of the information has been sanitized, then the user will be sent an email to validate their account. We will have a custom logo that will be present throughout the app. 

The user will be able to register their username, password, and email directly through the Android app. This does not mean that usernames and password will be cached/stored locally however. The information will be POST’ed in JSON format to the Persist Service which will store the information in the Database. Data will not be directly transmitted between the App and the database, as these breaches our low-coupling ideology of separating Servers from Clients. 
[bookmark: _Toc500115414]3.2.5.4 User Interface
Because this Mobile Application’s major purpose is security, it makes sense to have the User Interface be as simple as possible. The more complex the User Interface, the easier it is for bugs to occur. As User’s will have their access restricted without Mobile Application access, there can be no room for bugs. By reducing the complexity of the Mobile Application, we also make it much easier for our Users to actually use our Application, increasing the chance that they use it correctly. Improper usage can definitely lead to security risks, so by presenting a simple and clean User Interface we ensure that the Mobile Application performs its function without any unforeseen problems. A simple User Interface means there are few options for the User to choose from. While from an outside glance this may seem that we are restricting the User or not providing full features, but it is actually a benefit for both sides. Many of the most popular websites and platforms have very simple and easy-to-understand interfaces as it can’t be expected for every User to be completely tech savvy, and many times it is correct to assume the User is NOT technically competent at all. 

There will be four main activities that the User will interact with. These include the login page, the registration page, the lock/unlock page, and the inventory page. By reducing the number of activities to four we achieve a very simple Application that is easy to navigate. Large buttons with clear functions will be employed to allow the User to easily know what features are available to them. Navigating through the Application should also be simple, meaning that moving from page to page should be seamless and intuitive. A few activities such as Help and Contact us can be compressed into preexisting activities to reduce the number of overall pages. Here is the UI mockup prototype for the login activity:
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[bookmark: _Toc500114395]Figure 27: UI Mockup for the Login, Registration Page for UI Mockup, UI Mockup for Unlock Interface, and UI Mockup for Application Updates 

As shown above, the login activity is very simple and only allows the user to either enter their login information and login or press the Register button and be taken to the Registration page, shown below. If the User credentials are incorrect, a Toast notification will pop up informing the user of their improper credentials, an offer the ability to reset the User’s password if it has been forgotten. 

The Registration page only requires the most pertinent information from the User including their First and Last name, their Email, and their Phone Number. Registering will bring the User back to the Login Page so they can login with their newly created credentials. By hitting Register, these credentials are sent to the Persist Service which is queried against the Persist Database. This query will check to see if any of the information entered is a duplicate, and will inform the User of such cases. Swiping right or hitting the back button will always bring the User back to the login page.

This is the main activity of the Application, the Lock/Unlock Screen. This page needed to be particularly simple as this is page that would be the most error prone. On a Lock, the button text will change to Unlock and vice versa. This page will also display an error message if any problems occur. The User will be taken here first on Login, and can be taken to the Inventory page by swiping left. This page will also display any associated errors from any other activity. As this is the main activity of this Application, the Users will be directed to this page to swipe down for Help Options and Settings Options (Not Displayed). The Settings page will allow the user to change their User information as well as customize how often the Application will contact the RPU Service (Perhaps by time, or by a generalized setting.)

The Inventory page is where the User will go to see the status of their Smart Cabinet and associated shelves. It will display simple information about their shelf, primarily if anything has been moved recently. This page also has the ability through the “Update Now” button to automatically update all shelf information and display each shelf’s status to the page. By tapping on the shelf name, Users will be able to name their shelves (opposed to the default Shelf 1, 2, 3…) to easily remember which shelf contains which items (Shelf 1 = Snack Shelf, Shelf 2 = Medicine Shelf etc.).
[bookmark: _Toc500115415]3.2.5.5 Testing the Mobile Application
Because Mobile Applications, unlike a lot of software, requires actual User Input to be used, its testing procedures are also different, while still keeping most of the same tests. Unit tests will be employed on every activity and every method. Because the Application is mostly just the Input and Output of strings to the User, these unit tests will be quite simple and will mostly check for improper input. Then we have Integration testing which will go through the entire Mobile Application process, from registering to logging in and verifying all of the user information is correct. Integration tests on Mobile Applications are usually done by just stringing together the multiple Unit Tests into one large test suite. Unique to Mobile Applications is the need to test compatibility with different phones. Because Android is such a diverse category, many of the phones have different sizes, resolutions, and even buttons. By running our tests on multiple different emulated phones with different API versions, we can be sure that we are hitting the majority of the platforms our users will be using. Finally, for Mobile Applications there must be some physical testing not done programmatically. This can still be done through the emulator, but it must not be done automatically. First, every group member will test the Application by hand to ensure that there are no bugs and that the experience is smooth and intuitive. If any group member fails to understand how a certain feature or function works, then that means the Application is too complex, or does not have enough helpful resources available. Once all group members have confirmed their “mastery” of the Application, then it can finally be handed off to our final round of Testers, the technically unsavvy. Because Smart Phones are so ubiquitous these days, many smartphone users are not highly adept at their usage. To test the intuitiveness of our Application, we will administer User tests amongst our less tech-experienced friends and family to gauge how they use the application. Once we have verified that users outside of our team can reliably use our Application, then testing will be considered “done”.
[bookmark: _Toc500115416]3.2.5.6 Choice of IDE
The Mobile App will be developed using Android Studios as the IDE. The choice came between other IDE’s (Eclipse, Intelli-J, Netbeans) or just a basic text editor and command-line usage of the JDK. Eclipse is a valid choice, but it has been known to have trouble integrating with both Android packaging, and the Gradle build tool. Another option was Intelli-J as this was the original official Android IDE. Intelli-J offers both a community (free) and professional (paid) version of their IDE. The Professional version’s license runs about 500 dollars a year per person. As cost is a huge constraint of our group project, this is just not feasible. The community version is capable but is not particularly sufficient for this project as it lacks a lot of the tools needed for Android development. Android Studios was chosen as SmartCabinet’s IDE for the app as it is the new Official IDE of Android, backed by Google. Android Studios has a huge array of native tools to help develop and maintain Android Apps. One of the useful features include the Android Device Monitor which allows real-time tracking of resources, threading, and logging. Another very important aspect of Android Studios is its very capable Android emulator. This allows us to develop and test our code, in real time, without having to buy an Android phone solely for testing. Android Studios offers over a dozen different phones, with customizable memory and sizes. Android Studios also has the ability to quickly change the Android API version for the emulator, meaning we can test our app using multiple different version of Android to catch any API-specific bugs and faults.
[bookmark: _Toc500115417]3.2.5.7 Choice of Language
Android apps are running natively through the Java Virtual Machine. The Java Virtual Machine is the system that is run on top of the Android operating system. The Java Virtual Machine is the platform as well as the compiler for any code being ran on the Android Operating system. This means that any coded language that compiles on the Java Virtual Machine will compile on Android. These languages include Java, Kotlin, and Scala. There are also languages that Android has ported over for use on the Android Operating System. These languages include C, C++, C#, and LUA. Finally, there is ReactNative, which is written in a JavaScript-like way which will build native apps on both iOS, and Android. 

Smart Cabinets decided to use Java as that is the official language of Android. Every language has its pros and cons, however Java seemed the best fit for our group. Not only is the Android API backed by Java, it also is technically the most native, meaning that performance will be more efficient. Java has a low learning curve, and a relatively low memory-consumption. Languages like C and C++ allow developers to be more “hands-on” and work more directly with the hardware, but that comes at a trade-off. C and C++ allow more optimization through efficient memory-usage and garbage collection. Java, on the other-hand, does not allow developers to directly manipulate the memory through pointers, as this is done automatically through Java’s built-in garbage collector. This very little difference in optimization is completely offset by the fact that Java will run faster solely due to the fact that it is the native language. Also, not having to manage memory is a benefit as far as development time and maintainability is concerned. Java’s built-in garbage collector also removes the need for developers to constantly check for memory-leaks and corrupted pointers/references.
[bookmark: _Toc500115418]3.2.5.8 Push Notifications
Due to nature of our project, not only is security of the utmost importance, but so is timeliness. Users will want to know if their inventory has been moved at real-time speeds. We can accomplish this by using Push Notifications. Push Notifications are messages that pop-up on the User’s phone without them actually actively using an Application. We can utilize Push Notifications to inform the User as soon as our sensors have sensed movement. This is considered a non-invasive way to keep Users up-to-date as the User has the ability to opt-out of Push Notifications if they so wish. Although there is a great benefit to real-time Push Notifications, they also have drawbacks. The first major hurdle is the fact that the Mobile Application must be constantly hitting the RPU endpoint to remain updated on the inventory status. This can be done by running a background thread that has a configurable timer that can continuously hit the RPU Service endpoint on a regular basis. This has the benefit of allowing the user to know the status of their inventory within a set amount of time that they can control. The constant pinging to the RPU Service will create a lot of traffic for that Service which could cause issues with enough users. Also, continuously reaching the RPU Service endpoint can have an effect on the User’s Mobile Phone battery. It also will use a small amount of the User’s Phone Data if they are not connected to WIFI in another location. Although these are negative associated with real-time access control, it has been shown through other Mobile Applications (including UniKey’s Kevo) that user is willing to sacrifice a small amount of battery life and data for constant access control and information retrieval. The Inventory activity will also have an “Update Now” button which will query the RPU service’s endpoint regardless of when the next automated update is.
[bookmark: _Toc500115419]3.2.5.9 Choice of Build Tools
A build tools is used to download and compile all dependencies (whether 3rd party or in-house) of a specific project. This allows us to pull source jars from their repositories without having to bring them in locally. Build tools absolutely reduce the complexity of a project by handling the dependencies in a standard format. The two most popular build tools for Java are Maven and Gradle. Our team chose Gradle as our build tool for the android app. While Maven is still more widely used, Gradle is increasing in popularity every year. Gradle is also the official build tool of Android which includes a generous supply of documentation. Gradle was chosen because our team members have previous experience working with Gradle builds, build.gradles, and Gradle CLI. Because Gradle is written in Groovy, it is highly customizable compared to Maven. Maven’s syntax follows a strict XML format while Gradle uses Groovy, a scriptable and formattable programming language. Groovy can be used to create tasks in the build.gradle for a number of different functions. Pertinent functions for our group involve: Cleaning, Building, Publishing, and SourceJAR’ing.

[bookmark: _Toc500115420]3.2.6 Means of Communication
Our System has two main ways of communication both supported by the software. The first way is through Bluetooth Low Energy messages sent directly between the Android Device and the MCU, and through the REST API using HTTPS.

[bookmark: _Toc500115421]3.2.6.1 Communication through REST API
Our backend will send and receive data in JSON format through the endpoints. Everything will be serialized and mapped based on concrete classes. The alternatives to JSON are XML and YAML, however both are relatively older and have seen flaws in their current standards and implementations. YAML is particularly unreadable and fickle due to its strict formatting structure. It requires indenting to separate nested objects which can be a nightmare to debug and maintain. TYPE annotations will be added to ensure type safety and avoid runtime errors. JSON was chosen over XML as it is much easier to read, parse, and manipulate. XML also has many features that won't be needed for our product and will simply slow down request and response times. JSON also has a smaller message size and can be easily translated into a Javascript object (The J in JSON), which could prove useful for front end JS and CSS work. 
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[bookmark: _Toc500114396]Figure 28: Comparison of JSON vs XML format. [19]
The above image demonstrates the difference in size and, more importantly, readability. The JSON structure is far more readable than the XML structure, which due to the strict nature of datasets, can be extremely helpful when implementing and debugging. JSON also allows us to easily develop and implement custom serializers and deserializers to completely control the data coming in and out of our system. The ability to use custom serializers and deserializers means that we can be sure that any input conforms to our (strict) standard, removing a huge possibility for security breaches through JSON serialization. 

[bookmark: _Toc500115422]3.2.6.2 Communication through Bluetooth Low Energy
The second way for our user to interact with our hardware is through Bluetooth Low Energy Mode messages. This includes the usage of Generic Attribute Profiles (GATTs) and Attribute Protocol (ATTs). GATTs gives the ability to set up “Profiles” for a specific user using BLE with our device. We can then apply ATTs to our Profiles to restrict/enable the user to do certain tasks. Our Android Application will be using Android’s built-in implementation of BLE by using the API’s available native to Android. This requires our User’s Android Device to be at API level 18 (Android 4.3) or higher. The API has easily usable methods to set up a connection between two devices using BLE. It also provides a nice wrapper format for sending and receiving messages. The BLE messages will be very small and will consume very little power to process. These messages will be simple and only really update lock/unlock commands, and PSS (Pressure Sensor System) information, such as weight changes and updates.

[bookmark: _Toc500115423]3.2.7 Documentation
Documentation is important as it allows our team to be in constant communication even when not actually speaking face to face. We can put valuable information in our documentation that will help greatly when trying to convey ideas and future plans through written text. We can also document code usage of our software’s API so that other group members can pick up the basics and tweak certain things to fit their exact needs easily.
[bookmark: _Toc500115424]3.2.7.1 Use of Documentation
Every project must have at least the most minimal documentation. Our team has chosen to employ descriptive in-line comments as acceptable documentation for code. This includes Javadocs for Java public APIs and header/in-line comments for fields, private methods, and private classes. These comments will allow any user, or future developer to see not only the what and how, but more importantly the why. 

In addition to minimal in-line documentation, our team will also have very general and basic API documentation available online. Our choices for documentation hosts includes Atlassian Confluence, Jira, and Google Docs. Confluence is a great tool for uploading files, images, videos, and demos all in one easy-to-read and easy-to-navigate website. Confluence, however, is a paid subscription-based tool which runs about $10 a month. Although the price is not particularly discouraging, the learning curve of Atlassian Confluence may be. The time to get a Confluence site running and have all project members fluent in its use-cases would be too expensive of an opportunity cost. Jira is another product offered by Atlassian that offers not only the ability to host files, it also has the ability to track issues, bugs, and tasks. While this would absolutely benefit our team, its need might not be so apparent, and would not justify the cost of Jira. Finally, we have the option of storing our documents on our team’s Google Drive. While this may not be as professional or standard as the available Atlassian products, it has the benefit of being not only free but also extremely easy to use. Our team is already using Google Drive to collaborate and share documents, so creating a directory hierarchy for our Documentation, Demos, and User Guides would be very simple.
[bookmark: _Toc500115425]3.2.8 Repositories
A repository is necessary for virtually every software project. It provides a common server for hosting any and all software and documentation for a project. It allows for our group to utilize version controlling using branching as well. Repositories are a safe, protected way to store code while knowing that it is backed up constantly and will always be available anywhere. 
[bookmark: _Toc500115426]3.2.8.1 Choice of Repository
The choice of repository came down to which is the easiest to integrate. Time is absolutely our most crucial and scarce resource and repository control can take up a lot of time. Our team needed a repository that was easy to set-up and start building. Our choices were between Bitbucket and Github. Both Github and Bitbucket support git commands for committing, staging, and pushing remotely. Github is more popular but Bitbucket support is growing and many teams are switching. Our team chose Bitbucket because that’s where most of our expertise lied. Not only does Bitbucket have the same functionality of Github, it also allows unlimited private repos. Bitbucket also has the ability to sort through the commit history for each project, which can save valuable time when looking for a particular change in the code. Automating Bitbucket is super easy by using their REST API, which has ample documentation, so we feel that it was the best choice to integrate into our project.
[bookmark: _Toc500115427]3.2.9 Software Testing
It is important for us to test proof of concept with our software ideas. We have to ensure that what we intend to pull off is feasible. We have produced flow diagrams in order to check logic as well as pulling from other sources to make sure everything has worked separately before we put our code and firmware together. We have to test these and outputs of the hardware to make sure everything works.
[bookmark: _Toc500115428]3.2.9.1 TDD - Test Driven Development
Test Driven Development is a software paradigm that simply states that the Test Cases are written first and tests for the desired functionality of the system. Naturally, without any actual source code, these tests will initially fail. As tasks get completed and source code is written, the test cases will eventually start to pass, and once all of the cases pass, and assuming the test cases were testing the desired functionality, then the software is complete. Test Driven Development necessitates high code coverage for test cases and very modular unit tests because it is the driving foundation for development. Unlike normal development where the code is written first then tested, Test Driven Development allows us to design our code to fit true functionality and not just unimplemented ideas. Unit tests need to be modular as they should test one and only one function.

[image: TDD.png]
[bookmark: _Toc500114397]Figure 29: Chart Detailing benefits of TDD  [22]
The above diagram shows the benefits of Test Driven Development. Because test cases are created with the design requirements in mind, they reduce the number of bugs immensely. It also is shown to decrease overall time spent on development and software accuracy and productivity. The major benefit of Test Driven Development is the ability to very clearly map requirements to our code. By jumping from requirement building straight to test cases ensures that all of our functional requirements are met. Our team has chosen to implement Test Driven Development as it is easy to follow and will produce robust, error-prone code in the end.
[bookmark: _Toc500115429]3.2.9.2 Test Plan
Before actually writing test cases, a developer must always have a test plan. For software this can be quite extensive. Tests are broken down by Unit Tests, Integration Tests, API Tests, Installation Tests, User Tests, Code Inspection, Regression Tests, and Acceptance Tests. Although testing may seem to take up more time than development, it actually helps prevent future problems and maintenance issues down the road. Unit Tests will be used to test the most basic parts of our system, this includes things like sanitizing input for user login queries, verifying that our JWT’s contain the right header values, and confirming that the sensors can accurately record information. 

API testing is then used to test each and every public method of our classes, as those are our public-facing interfaces. API tests should have pretty heavy code coverage, and should include both clean and diabolical paths (if applicable) per method. Nothing is taken for granted during API testing of our system. A combination of API tests will compose our Integration test, which will be a system-wide test that will touch every aspect of our system, starting with the MCU, all the way to the Client (Mobile Application). Regressions tests will be put into place to verify if any of our code changes have broken our system. Regression tests combined with small commits will allow us to pinpoint exactly what change to our codebase could have potentially broken it.

An often overlooked, however important, test is the Code Review or manual inspection of code. Automated test cases do not catch everything and there is nothing more valuable than another person reading over committed code to make sure it works and makes sense. Every commit will require validation by at least one other group member, meaning that they will confirm the test cases work (on multiple machines), and that the code is clean, conforms to our standards, and is logically sound.

[bookmark: _Toc500115430]4.0 Design Constraints and Standards
Here we analyze the restricting components and standards that govern how our project has to be built and how it has to function. It must be a safe product that we can use without causing any damage. These restrictions will include IEEE standards and patents that we must abide by. We cannot breach ethical protocols or legal ones while producing a new project that has not been done before. By this we mean we must be original and our ideas must be our own. Outside of help from UniKey, we have not and will not receive any help from outsiders. 
[bookmark: _Toc500115431]4.1 Patents
Here we break down patents in the industry that impact our design. We are aiming to not break any laws and not break and rules with our Senior Design restraints. There are six patents that we found and listed here. All of these impacts our design and if we infringe on any of the patents, it is because we have received approval to use those technologies through the appropriate channels. We are trying to avoid those patents totally if we can accomplish our project without them.

Electronic Access Device with Microcomputer - US 7456725 B2
[12]
There is a patent out for an electronic access  device utilizing a single microcomputer integrated circuit. The patent describes what we plan to do with the cabinet, but not the cabinet system as a whole. The following is the abstract of the patent, explaining what the system does. An electronic lock utilizes two microprocessors remote from each other for enhanced security. The first microprocessor is disposed close to an input device such as a keypad, and the second microprocessor is disposed close to the lock mechanism and well protected from external access. The first microprocessor transmits a communication code to the second microprocessor when it receives an access code via the input device, which must match a predefined access code. The second microprocessor then opens the lock if the transmitted communication code matches a preset communication code. The dual-microprocessor arrangement is advantageously used in a voice controlled access control system and in a motorcycle ignition control system. The present invention further provides an electronic access control system which has a master electronic key having a preset number of accesses. In regard to this abstract, we are trying to not break any patent law by stealing any of the technology that is protected under patent law. However, an important distinction to note is that this patent cover electronic access codes from a keypad for example. Our product however will transmit e-keys over wireless communication.

Mobile access control system and method - US 20170061717 A1

This patent covers systems and methods used to provide mobile access control to different devices.  The patent discusses that a mobile device would transmit a wireless entry request signal to a tag device, the tag device will then compare the received signal to authorized identifiers. If the signals match the identifiers than the access request is granted otherwise it is denied. While this is quite similar to how we will perform our own authentication, it differs in what data we plan to compare and how we plan to do compare it. We also plan on following UniKey’s cryptography guidelines which should help us avoid any patent infringements.

Listed below are UniKey Patents which relate to our product and can be used to help protect UniKey’s intellectual property as well as our product’s development
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[bookmark: _Toc500115432]4.2 UniKey Standards
The products UniKey produces must meet certain standards for security and performance, which is a key component in their success as a pioneer in the mobile access control industry. All of UniKey’s product meet the criteria for ANSI, FCC, UL and IPC certifications. So, in order to best represent not only UniKey but also our product, we should aim to meet the listed certifications to best of our abilities. Although it is not reasonable to expect our product to be certified by end of date, keeping the industry standards in mine will help us develop a trusted and efficient product.

ANSI
The American National Standards Institute is a private non-profit organization which oversees the development of voluntary consensus standards for products, services, processes, systems, and personnel in the United States. [13] Although ANSI itself does not develop standards, the organization does provide accreditation and certification to companies aiming to meet and also set standards. Accreditation by ANSI is actually completely voluntary, but it does provide certified bodies with a significant level of trust, credibility, and integrity.

FCC
The Federal Communications Bureau (FCC) is an independent agency of the United States government which regulates interstate communications via radio, television, wire, satellite, and cable. The FCC aims to regulate communications in order to ensure safe access for communications for people in the United States. Since our product will rely on Bluetooth to communicate with the phone and remote processing unit, we would aim to meet FCC standards in order to even be allowed in the access control or home automation industry, let alone the wireless communications market. In order to be granted FCC certification there are two categories of testing our product must fulfill. [14] The product should pass Product Certification which is General Emission and Intentional Radiation testing done by an accredited laboratory. Those results are then reviewed and approved/disapproved by FCC. As we don’t have months to spare on waiting on FCC nor $10,000 needed for the testing, we won’t be getting FCC certified. However, we plan to follow the practices UniKey follows in order to be FCC compliant.
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UL
Underwriters Laboratories (UL) is an American safety consulting and certification company which analyzes and maintains safety standards for electrical devices and components. Products which meet UL standards are marked with as a recognized component and therefore a safer and more reliable component. Following this electrical standard will help us develop a product compliant with UniKey’s standards of quality.
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IPC
IPC is an organization accredited by ANSI as standards developing organization. [15] The organization is globally known for its standards since it publishes the most widely used acceptability standards in the electronics industry. IPC regulates and sets the standards for printed circuit boards and their electronic assembly. In order to satisfy industry standards, we will aim to design our CHU PCB following IPC guidelines.
[bookmark: _Toc500115433]4.3 Physical Constraints
We are building a “Smart Cabinet” for users to be able to buy and use within their homes and businesses, which means we need to build a practical cabinet. We are building a cabinet with a lot of different components inside, but we need to ensure that we do not make the cabinet larger than a usual cabinet since it needs to practically fit inside of people’s homes and businesses. For this reason, we need to come up with a design that will not only be a normal sized cabinet, but that will also look professional and not any less appealing than a normal cabinet. 

USA Power Standards
Mains electricity is the general-purpose alternating-current (AC) electric power supply. Mains electricity is the form of electrical power that is delivered to homes and businesses, and it is the form of electrical power that consumers use when they plug kitchen appliances, televisions and electric lamps into wall sockets. The two principal properties of the electric power supply, voltage and frequency, differ between regions. In North America, the most common combination is 120 V and a frequency of 60 Hz. The use of different and incompatible plugs and sockets in different regions and countries provides some protection from accidental use of appliances with incompatible voltage and frequency requirements.
[bookmark: _Toc500115434]4.4 IEEE Standards
The Institute of Electrical and Electronics Engineers Standards Association (IEEE-SA) is a leading developer of global industry standards in a broad-range of industries, including: Power and Energy, Biomedical and Healthcare, Information Technology, Telecommunications, Transportation, Nanotechnology and Information Assurance.

IEEE, an association dedicated to advancing innovation and technological excellence for the benefit of humanity, is the world’s largest technical professional society. It is designed to serve professionals involved in all aspects of the electrical, electronic, and computing fields and related areas of science and technology that underlie modern civilization. IEEE’s roots go back to 1884 when electricity began to become a major influence in society. There was one major established electrical industry, the telegraph, which since the 1840s had come to connect the world with a data communications system faster than the speed of transportation. The telephone and electric power and light industries had just gotten underway.

[bookmark: _Toc500115435]4.4.1 Bluetooth-LE v4.2
The Bluetooth v4.2 Specification was officially adopted in December of 2014 by the Bluetooth Special Interest Group (Bluetooth SIG) and it brings a host of updates to Bluetooth Low Energy (BLE). One of the most exciting changes in the specifications is the increase in the Packet Data Unit (PDU) size from 27 to 251 bytes. This is the amount of data sent during connection events. To support the increase requires several updates. One difference is a change in the Header of the Data PDU. This header precedes the payload sent. In the header, the packet length field increased from 5 bits to 8 bits. Below in Figure is the header for the Data Channel PDU, comparing the v4.2 and v4.1 (v4.0 as well) variants:
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[bookmark: _Toc500114398]Figure 30: Shows the Header Change from v4.1 to v4.2

[bookmark: _Toc500115436]4.4.2 IEEE802.15.4-2011
IEEE 802.15.4 is a technical standard which defines the operation of low-rate wireless personal area networks (LR-WPANs). It specifies the physical layer and media access control for LR-WPANs, and is maintained by the IEEE 802.15 working group, which defined the standard in 2003.

IEEE standard 802.15.4 intends to offer the fundamental lower network layers of a type of wireless personal area network (WPAN) which focuses on low-cost, low-speed ubiquitous communication between devices. It can be contrasted with other approaches, such as Wi-Fi, which offer more bandwidth and require more power. The emphasis is on very low-cost communication of nearby devices with little to no underlying infrastructure, intending to exploit this to lower power consumption even more.

The basic framework conceives a 10-meter communications range with a transfer rate of 250 Kbit/s. Tradeoffs are possible to favor more radically embedded devices with even lower power requirements, through the definition of not one, but several physical layers. Lower transfer rates of 20 and 40 Kbit/s were initially defined, with the 100 Kbit/s rate being added in the current revision.
[bookmark: _Toc500115437]4.5 Android Application Development
Android is designed to run on many different types of devices, from phones to tablets and televisions. As a developer, the range of devices provides a huge potential audience for your app. In order for your app to be successful on all these devices, it should tolerate some feature variability and provide a flexible user interface that adapts to different screen configurations.

Because Android is an open source project, any hardware manufacturer can build a device that runs the Android operating system. Yet, a device is "Android compatible" only if it can correctly run apps written for the Android execution environment. The exact details of the Android execution environment are defined by the Android compatibility program and each device must pass the Compatibility Test Suite (CTS) in order to be considered compatible.

To achieve the largest user-base possible for your app, you should strive to support as many device configurations as possible using a single APK. In most situations, you can do so by disabling optional features at runtime and providing app resources with alternatives for different configurations (such as different layouts for different screen sizes).
[bookmark: _Toc500115438]4.6 BLE Standards
The Bluetooth Special Interest Group (The SIG) governs the Bluetooth standards including what they do, how they work technically, certification and interoperability, branding, and standard evolution. They have been in business for almost twenty years. In 2009, the SIG announced its version 4.0, including Bluetooth Low Energy (BLE). It was later re-branded as Bluetooth Smart, and has just been rebranded again in 2016. As a result of all this branding, the terms Bluetooth Smart, Bluetooth Low Energy, BLE, and now Bluetooth low energy technology are used interchangeably.

The SIG’s goal with Bluetooth Low Energy (BLE) was to enter the emerging low-energy IoT market, creating a standard that would allow devices to run for years on very low power. BLE was a radical departure from what is known as Bluetooth Basic Rate / Enhanced Data Rate (Bluetooth BR/EDR), or Classic Bluetooth, introduced in the late 1990s and used in handsets, speakers, earphones, car kits, etc. Bluetooth Low Energy and Classic Bluetooth both utilize the 2.4 GHz ISM band. They also both use frequency hopping to spread their RF energy. But they are not compatible. Bluetooth Low Energy uses 40 2MHz-wide channels instead of Classic Bluetooth’s 79 1MHz-wide channels.
[bookmark: _Toc500115439]4.7 American National Standards Institute, Inc.
As the voice of the U.S. standards and conformity assessment system, the American National Standards Institute (ANSI) empowers its members and constituents to strengthen the U.S. marketplace position in the global economy while helping to assure the safety and health of consumers and the protection of the environment. The Institute oversees the creation, promulgation and use of thousands of norms and guidelines that directly impact businesses in nearly every sector: from acoustical devices to construction equipment, from dairy and livestock production to energy distribution, and many more. ANSI is also actively engaged in accreditation - assessing the competence of organizations determining conformance to standards.

Mission
To enhance both the global competitiveness of U.S. business and the U.S. quality of life by promoting and facilitating voluntary consensus standards and conformity assessment systems, and safeguarding their integrity.






[bookmark: _Toc500115440]4.7.1 ANSI C84.1-2011 For Electric Power Systems and Equipment— Voltage Ratings (60 Hertz)
This standard establishes nominal voltage ratings and operating tolerances for 60-hertz electric power systems above 100 volts. It also makes recommendations to other standardizing groups with respect to voltage ratings for equipment used on power systems and for utilization devices connected to such systems. This standard includes preferred voltage ratings up to and including 1200 kV maximum system voltage, as defined in the standard. In defining maximum system voltage, voltage transients and temporary overvoltage’s caused by abnormal system conditions such as faults, load rejection, and the like are excluded. However, voltage transients and temporary overvoltage’s may affect equipment operating performance and are considered in equipment application.
[bookmark: _Toc500115441]4.8 International Building Code (IBC)
The International Building Code (IBC) is a model building code developed by the International Code Council (ICC). It has been adopted for use as a base code standard by most jurisdictions in the United States. Prior to the 2009 edition of the International Building Code (IBC), the set of code requirements typically used for doors equipped with electromagnetic locks was the section called Access-Controlled Egress Doors. The 2009 edition added a second set of requirements that could be used, called Electromagnetically Locked Egress Doors. Either of these two sets of requirements can now be used, depending on the application.

[bookmark: _Toc500115442]4.8.1 1008.1.4.4 Access-Controlled Egress Doors
Applies to entrance doors in a means of egress and entrance doors to tenant spaces. Doors must unlock upon a signal from the sensor or loss of power to the sensor. Loss of power to the lock must unlock the doors. If the building has a fire alarm/sprinkler system/fire detection system, activation of the system must automatically unlock the doors. Doors must remain unlocked until the system has been reset.

This standard does not specifically relate to our project as it relates to remote access control doors with Electromagnetic locks. We are going to be following a few of the standards listed though. The important one is the lock powering down and the cabinet being unlocked when the system does not have power.
[bookmark: _Toc500115443]4.9 Software Standards
For any software, standards are important as they allow a common point for all software to be designed out of. If we can follow the guidelines of our chosen standards, then we can be assured that our software was made with the best of our abilities and was designed specifically for reliability and security.
[bookmark: _Toc500115444]4.9.1 Standards and Paradigms
All code will adhere to Google’s Official Style Guide as it greatly improves readability. Having all code share the same format and style allows one to see the differences that actually matter: the business logic. 

Our software will also conform to the ISO/IEC 19944:2017 standards which describe the way that devices should interact and relate to cloud computing. These standards are important as they concern security many times. These standards are guidelines for safely and reliably utilizing cloud computing while also seeking to prevent any security flaws that have been realized.

Low Coupling - Our code will contain low coupling between different services. This means that the dependency tree will be very small and the possibility of a patch or update breaking multiple services greatly reduces.
 
High Cohesion- Any code in the same method or class must relate to the overall function of that method or class. Miscellaneous code can be put in a ‘Commons’ Project for simple method calls. 

Modularity- Each method and class will have a very specific function. This implies no extremely large methods that do many things. All methods should have one clearly defined function. This also improves readability and maintainability as a very modular method should be short, concise, and every line of code is relevant.
















[bookmark: _Toc500115445]5.0 Design
The design section encompasses the major components we’ve chosen and explains how we plan to work with them. Each major component will have an individual schematic depicting how it will be implemented on the hardware side  We will then continue to demonstrate how we tested if the parts we ordered are functional and if they need any special conditions in order to function normally. The following figure shows the components being used for our design. As some of our components cannot be tested directly, we’ve including testing boards provided by UniKey to demonstrate their functionality. These boards are going to control the capacitive touch, the RCU component, the PWM signals, and the weight sensor. Also, as we have not begun our own development on our MCU we’ve used built microcontrollers to demonstrate the operations of some of our components.
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[bookmark: _Toc500114399]Figure 31: External Hardware Components







[bookmark: _Toc500114458]Table 19:  External Hardware Component Descriptions
	Label Number
	Component
	Description

	1
	Copper Tape
	Capacitive Touch Surface

	2
	PryEU 12V Power Converter
	Changes 120V AC to 12V DC

	3
	Electromagnetic Lock
	Takes 12V DC and has 60kg of force

	4
	Arduino Test Board
	Capacitive Touch Test Board

	5
	Relay
	EM Lock relay switch

	6
	Bluetooth Feather
	Proof of Bluetooth Antenna

	7
	Logic Level Shifter
	Shifts 3.3V to 5V and 5V to 3.3V, all DC

	8
	Raspberry Pi
	Only one pictured but used for weight sensor and as RPU

	9
	Step Down Regulator
	Drops 12V DC line to 5V DC line

	10
	TowerPro Servo
	Will open and close the cabinet door

	11
	Sparkfun Capacitive Touch Breakout
	Used to prove capacitive touch sensor works that we will implement into CHU design

	12
	MCU Test Board
	UniKey’s breakout board to test MKW31Z512

	13
	MKW31Z512 Test Board
	Used to test firmware with MKW31Z512

	14
	MKW31Z512 Chips
	Reserve Chips to test and design with

	15
	HX711 on Test Board and Load Cell
	Used to test the HX711 weight sensor chip as well as testing the load cell for accuracy



Breadboard Testing
Consisting of multiple columns and rows connected beneath by metal strips, a breadboard is a plastic grid used for creating and testing electronic circuits designed for use with through-hole components that have connection legs or pins you can insert into the holes of the breadboard. Because all the holes are connected, the individual columns and rows on the breadboard have continuity and are isolated from the other columns and rows. You can check both continuity and isolation using a digital multimeter.

Prototyping is the process of testing out an idea by creating a preliminary model from which other forms are developed or copied, and it is one of the most common uses for breadboards. If you aren’t sure how a circuit will react under a given set of parameters, it’s best to build a prototype and test it out.

For those new to electronics and circuits, breadboards are often the best place to start. That is the real beauty of breadboards–they can house both the simplest circuit as well as very complex circuits. As you’ll see later in this tutorial, if your circuit outgrows its current breadboard, others can be attached to accommodate circuits of all sizes and complexities.

Another common use of breadboards is testing out new parts, such as Integrated circuits (ICs). When you are trying to figure out how a part works and constantly rewiring things, you don’t want to have to solder your connections each time.
[bookmark: _Toc500115446]5.1 Pressure Sensor System Circuit
The most important thing to build your own scale is a “load cell”, which is a metal bar with a hole in the center. This is available for different weight classes (up to 1kg, up to 5kg, up to 50kg, etc.). Even though some have a different form, all are provided with four cables. To read out the values, the HX711 weight sensor is also required. This sensor is available in two versions: red and green. The pressure sensors probably have small differences, but are, theoretically, both compatible. We have used the green HX711. Fixing material is also required. Before the load cell is connected to the HX711 weight sensor, it should be mounted on the two plates. For this we made markings with a ballpoint pen on the wooden boards, where the screws come in. With a drill we drilled the holes and inserted the screws. Between the screw and the load cell, there should be a nut, which serves as a protection to the board. The nuts should be well tightened so that the screws do not slip off the board. If the construction is complete, we can go to the HX711. The four cables of the Load Cell must be connected to the weight sensor. The green HX711, however, has six connections, of which we only need four for the cables. The connection is as follows:

· Red: E+
· Black: E-
· Green: A-
· White: A+







The pins labeled B+/B- remain empty. Apparently, there are versions of the sensor where the pins are labeled S+/S- instead of A+/A-.
Now you just have to connect the sensor to the Raspberry Pi. Since this also has only four connections, the wiring is quite simple:
· VCC to Raspberry Pi Pin 2 (5V)
· GND to Raspberry Pi Pin 6 (GND)
· DT to Raspberry Pi Pin 29 (GPIO 5)
· SCK to Raspberry Pi Pin 31 (GPIO 6)
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[bookmark: _Toc500114400]Figure 32: HX711 Raspberry Pi Weight Sensor
The correct calibration of the weight sensor and the Raspberry Pi balance is crucial. For this we need a comparison object whose weight we know. For example, we have taken two packs of rice (1kg each), since it is recommended to choose an average value of the maximum (our load cell could be used up to 5 kilograms). We need to ensure the weight sensors are exact in order to communicate accurately with the application. We would not want to send incorrect data to the user.
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[bookmark: _Toc500114401]Figure 33: The HX711 Weight Sensor Chip that is used to run the Load Cell

Pictured above is the HX711 chip and board we will be using to build the circuit shown in Figure . The board allows you to easily read load cells to measure weight, uses a two-wire interface (Clock and Data) for communication, four-wire wheatstone bridge configuration to connect, and simultaneous 50 and 60Hz supply rejection. The HX711 Load Cell Amplifier is a small breakout board that allows you to easily read load cells to measure weight. By connecting the amplifier to your microcontroller you will be able to read the changes in the resistance of the load cell, and with some calibration you’ll be able to get very accurate weight measurements. This can be handy for creating your own industrial scale, process control or simple presence detection. We are expressly interested in the simple presence detection portion where we want to know if an object has been moved from the sensor.













[bookmark: _Toc500115447]5.1.1 Weight Sensor Test
We ran a test to see how close the reading can be to the weight of known objects. Pictured in Figure is the system with the load bar attached and Figure shows the system measuring the weight of a .5kg weight to show the sensor does in fact work. 
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[bookmark: _Toc500114402]Figure 34: Shows the load bar setup for the weight sensor and shows the system sending output to LCD display
[bookmark: _Toc500115448]5.2 MCU Circuit
The MCU chip we are going to be using is the MKW31Z512 and the pinout for the chip is shown in the Figure below. There was careful consideration taken when deciding on our MCU circuit as it serves as the backbone of our entire system. The MKW31Z will be the “brains” of our Central Hub Unit, thus it must be able to accommodate all functions of the entire CHU system. The MCU circuit below will show how all of our pins will be connected. This schematic is important as this is how we base our PCB and CHU design for the MCU. Each pin was selected with research and consideration, the pins with their assignments and reasoning are listed below:














[bookmark: _Toc500114459]Table 20: CHU Pin Assignments
	Function
	Pin #
	Pin Name
	Reason Pin was Selected

	3.3V Supply
	10
	VDCDC_IN
	Manufacturer assigned V Supply Pin

	Servo Control
	1
	PTA0
	PWM capability

	Cap touch Circuit
	4
	PTA16
	Manufacturer recommended touch input

	PSS Interrupt
	7
	PTA19
	HW interrupt capability

	Lock Control
	45
	PTC16
	GPIO

	Antenna Input
	33
	ANT
	Manufacturer assigned antenna input

	PSS RX
	38
	PTC2
	UART_RX capability

	PSS TX
	39
	PTC3
	UART_TX capability
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[bookmark: _Toc500114403]Figure 35: The MKW31Z512 Pinout Schematic with the Pin Assignments
[bookmark: _Toc500115449]5.2.1 MCU Testing
In the Figure below, we test our MCU component the MKW31Z, using its pinout we determine the voltage supply pin and then supply it with power to ensure we understood the schematics and also to ensure the components is drawing appropriate current. The MKW31Z is not an inexpensive chip so we try to be as careful as possible. We used a board that UniKey has built to demonstrate the chip works. In order to test our chip, we had to solder our component onto UniKey’s PCB and then power it accordingly. This experience prepared us for when we develop our own PCB using the MKW31Z. The figure below demonstrates our chip is functional when supplied with 3.2V and accurate outputs that on respective pins.
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[bookmark: _Toc500114404]Figure 36: These images show the MKW31Z Chip being tested on the UniKey Test Board
[bookmark: _Toc500115450]5.3 BLE Circuit
Our Bluetooth Low Energy circuit will be implemented using the MKW31Z’s onboard BLE circuit as well as a BLE antenna which consists of its own tuning circuit. The figure below shows the antenna component we will use, as you can see the component is extremely small and difficult to test without a complete PCB. Therefore, we’ll be using an AdaFruit BLE Feather which uses the same antenna in order to test our antenna. This way we can have proof of concept for our antenna components before we fully implement it into our design and specifications for the PCB/CHU design.

For use in all 2.4GHz applications. Compact design with simple integration and implementation. Effective on varying GND plane sizes. Coexists well in multiple antenna systems. Resistant to de-tuning effects means devices can work well in different environments. Ideal antenna choice for small wearable devices. 



[image: ]
[bookmark: _Toc500114405]Figure 37:  SRCWOO4 

In the figure below, you’ll find the circuit recommended by the manufacturers of the SRCW004.The section of the circuit labeled Pi Network with the two capacitors and inductor needs to be tested thoroughly in order to be tuned for the right resistance. The two pull down capacitors and inductor are used to match the impedance of our MCU's input, in doing so we can ensure that the signal  we're transmitting  or receiving over the antennae is not distorted whatsoever. The one resistor is used for additional fine tuning of the circuit. As UniKey has used this chip before they will help us configure this circuit to meet the requirements of our product. Together we have developed a test plan in order to find the ideal capacitor, inductor, and resistor values to tune the circuit.

The circuit required for the antenna is shown here. The RF feed connection and GND connections are critical to the function of the antenna, and must be followed as shown. This circuit can be used for the circuit capture of the host PCB. 
[image: ]
[bookmark: _Toc500114406]Figure 38: Circuit for the Weii 2.4GHz BLE Antenna

The antenna requires a matching circuit that must be optimized for each product. The matching circuit will require up to three components (0402 size), and an additional tuning element is also required (0402 size) the following pad layout should be designed into the device so the correct circuit can be installed. Note: The tuning component by default is a 0402 zero-ohm resistor. 


           [image: ]                     [image: ] 
[bookmark: _Toc500114407]Figure 39: In this schematic pin 33 (ANT) of the MKW31Z connects to the BLE antenna circuit.
[bookmark: _Toc500115451]5.3.1 BLE Antenna Testing
To test our BLE circuit we will be using an Adafruit Bluefruit Feather with an appropriate antenna. We will have it interface with a microcontroller similar to how the SRCW004  antenna will interface with the MKW31Z microcontroller unit. In the figure below, we demonstrate how our BLE circuit will operate by reading BLE signals off of one UniKey’s BLE products. The test program we wrote simply looks for a BLE signal that match the desired product and then outputs its identification number once and if it finds it. The first figure demonstrates how we wire up our test Bluetooth antenna and we orient it near a BLE device. 

The next two figures depict the readings of the BLE antenna, in the first figure there is no BLE device which matches the correct identification number, so our program doesn’t output any readings; we can verify this because the BLE antenna does see the iPhone used for the photo but since it doesn't match our present ID code the program doesn’t output any reading. However, in the next image, the correct BLE device is powered on so the program outputs a successful BLE scan with the ID of the device. This is similar to how our BLE circuit will operate, the only difference is that the circuit will be designed on a custom PCB when we develop our product.













[image: ]
[bookmark: _Toc500114408]Figure 40: BLE Test Circuit with UniKey BLE Device (*note iPhone in reflection)


[image: ]
[bookmark: _Toc500114409]Figure 41: BLE Circuit readings when no Bluetooth devices are present
[image: ]
[bookmark: _Toc500114410]Figure 42: BLE Circuit readings when UniKey BLE device is present
[bookmark: _Toc500115452]5.4 Servo Design Testing
In this section we introduce the simple designs were considering controlling our circuit. We have not decided on either I2C control or GPIO control, so we tested both methods to ensure we’re able to do both. The tests done on our TowerPro MG995 demonstrate that the servo runs, but we cannot show pictures of a servo in motion through still frame. Thus, we used a digital multimeter to show that the servo was powered on and drawing an appropriate amount of current. Figure shows the servo setup. Figure shows the servo powered on with the multimeter readings. When the CHU is made, the servo will be connected to a PWM that will dictate when the servo runs to either open or close the cabinet door.

[image: ]
[bookmark: _Toc500114411]Figure 43: TowerPro MG995 with PWM on breadboard

The figure above shows the MG995 servo connected with the Pulse Width Modulator, or PWM on a breadboard. This was done to test the servos functionality while receiving the proper voltage and pulse to make it work. The servo has an open end where we will attach a device that will interact with the control arm in order to open and close the cabinet. The figure below shows the readings on the multimeter and on a power supplier. The reason for this test was to show that the servo does receive the proper voltage when connected as shown above. 

If you need to test a servo motor and have a quality ohm meter or megaohm (at least 10 mo.) handy, we've provided a few basic steps to assist. Although it may go without saying, disconnect all power to the machine before you begin otherwise you could wind up with a permanent wave in your hair in the very best-case scenario. 

Disconnect ONLY 3-phase motor lines (T1,T2,T3) from the drive. Test while the cable is still connected to the servo motor first. As long as the reading is infinite, there is no issue. However, if the reading is 0 (zero) or if there is any continuity, you can be sure that a problem exists. Now disconnect the cable and test the servo and the cable separately. Make sure that the leads on both ends are not touching anything, including other leads. 

This was one possible way to set up a servo test. We have pictured the servo testing where we use power and a multimeter to actually run the servo to ensure it takes the proper voltage and also runs.

[image: ]
[bookmark: _Toc500114412]Figure 44: Shows the TowerPro MG995 Powered On
The servo will work loosely as the schematic in Figure shows, but will not be powered by a battery pack. The servo will be powered from the CHU, not the power system directly because it will need the PWM signals to instruct the servo how and when to operate. We are going to run the servo from our CHU as shown but it will be the one we build, not the adafruit representation shown in the Figure.

[image: ]
[bookmark: _Toc500114413]Figure 45: Servo Schematic without CHU and Control Arm
[bookmark: _Toc500115453]5.4.1 Servo/Control Arm Interface
Here we show the concept of connecting the control arm to the servo. The PWM will control which way and how long the servo spins for, but the arm is connected both to the door and to the servo. Below in Figure , we show the concept for our control arm that we will be either building or purchasing to fit our cabinet needs. We can’t have something too heavy duty or the servo will not spin, nor can we have something flimsy that will break or not be strong enough to open the door.

[image: ]
[bookmark: _Toc500114414]Figure 46: Control Arm Concept for Interfacing with Cabinet Door and Servo
[bookmark: _Toc500115454]5.5 Capacitive Touch Sensor
Here we have the capacitive touch sensor schematic in Figure. The sensor will be connected to a copper sheet that is connected by wires to the Atmel AT42QT1010 capacitive touch sensor component in order to test the capacitive touch sensor that we need for our CHU design. This was perfect for our design as we needed to test our components but did not have the CHU completed at the time of testing. The second figure, Figure, explains the Atmel circuity that was used to test the capacitive touch sensor itself.

[image: ]
[bookmark: _Toc500114415]Figure 47: CHU circuitry intended for use with PCB

[image: ]
[bookmark: _Toc500114416]Figure 48: Atmel AT42QT1010 Schematic for Testing

Our capacitive touch sensor will send an impulse to the CHU which will instruct the servos to open or close the cabinet. The capacitive touch will be linked to the CHU by GPIO in order to program the responses based on the high impulse that is sent when the user touches the sensor. We will have the sensor placed on the outside of the cabinet near the handle, and possibly in place of the handle as we do not want the cabinet to be opened without use of either the capacitive touch or the application as the servos could be damaged by forcing them to move without activating them. We needed to choose a capacitive touch that sends a single impulse rather than a system that the capacitive touch sends a constant signal on or off. We need this in order to run our CHU capacitive touch response off a general-purpose input output(GPIO).










[bookmark: _Toc500114460]Table 21: Comparisons of Capacitive Touch Technology
	Comparisons
	AT42QT1010
	Touch Potentiometer
	Bare Conductive Touch

	Cost
	$5.95
	$14.95
	$89.95

	Operating Voltage
	1.8-5.5V
	5-15V
	3-5.5V

	Digital I/O Pins
	2
	8
	20



Our components will consist of a strip of capacitive tape, provided by UniKey, and leads that connect to the CHU. The tape will serve as our capacitive touch surface that will be capable of sending an impulse to the CHU when touched. This tape can be anything easily conductive such as Aluminum Tape which can be found at any local hardware store. The capacitive element comes from the dielectric interference caused by the human skin on the tape. The change in capacitance is noted by the CHU which then fires off signals instructing the components on what they need to do, such as open or close the cabinet. Figure shows the capacitive touch sensor chip we are going to use which is the Atmel AT42QT1010. This chip is what we are using to test our capacitive touch chip without having it built onto our Central Hub Unit as we will not have that made during testing.


[image: ]
[bookmark: _Toc500114417]Figure 49: Atmel Capacitive Touch Sensor AT42QT1010


[bookmark: _Toc500115455]5.5.1 Capacitive Touch Circuit and Testing
Our Capacitive Touch Circuit had to be tested on an Arduino to prove the capacitive tape would work before we went forward with our surface mounted components that will go into the CHU design. The way the circuit works is the variable capacitor will change its level of capacitance when touched. Our variable capacitor is the copper tape and our circuit on the CHU will recognize the change in capacitance and issue commands according to that change.
[image: ]
[bookmark: _Toc500114418]Figure 50: Capacitive Touch Circuit Schematic Concept

Our Capacitive touch was initially tested with the capacitive tape to a process we found that would allow for us to check if the tape was working. We will then be adding this tape to our own CHU design interface rather than having another extra microcontroller to deal with. We are going to incorporate this Capacitive tape with our own capacitive touch sensor design.

[bookmark: _jr8d67yrsjpe][image: ]
[bookmark: _Toc500114419]Figure 51: Capacitive Tape Proof of Concept Set Up

[image: ]
[bookmark: _Toc500114420]Figure 52: Simulation of Capacitive Touch Sensor
In the Figures above, we show both the capacitive tape set up as well as how it is meant to work through simulation. We aim to program our CHU to read the change in capacitance that a human finger or human touch creates so that the Smart Cabinets can open for the User as long as the encryption has been accepted by the CHU BLE.



[bookmark: _Toc500115456]5.6 Electromagnetic Lock 
Here we show how the electromagnetic lock works through testing as well as explaining how it will fit into our circuitry design. The lock needed to be tested to be sure it would meet our needs. Now that we have gotten our hands on it, we are very happy with the lock itself as all it will need is a constant voltage of 12VDC to maintain the 60kg magnetic strength.
[bookmark: _Toc500115457]5.6.1 Electromagnetic Lock Design
In order to implement the lock into our design, we need to attach the magnetic lock onto the cabinet and attach the metal plate onto the cabinet door. We will be using the bolts and screws that came with the electromagnetic lock when we purchased it. We will need to ensure that we line up the parts of the lock so that when the door of the cabinet is closed, the magnet and the metal plate will line up perfectly within 5mm of each other in order to lock the door of the cabinet. Figure shows the possible ways we can install the lock onto a door depending on where exactly we decide to mount the lock.
[image: ]
[bookmark: _Toc500114421]Figure 53: Possible Ways to Mount an Electromagnetic Lock

[image: ]
[bookmark: _Toc500114422]Figure 54: Relay Circuit for the Electromagnetic Lock
The circuit demonstrates how the lock will be controlled. Our plan is to use a relay which is switched on/off by a GPIO. The state of the relay will determine whether or not the lock is powered (locked) with 12volts, or if it’s unpowered. The GPIO will be controlled by the CHU, and will only trigger after a unlock/command followed by a authentication and authorization process. This method allows us a simply method for control our lock while still accounting for situations like power outages. This also enables to directly use the main power supply and keep our CHU mainly in low power mode. 
[bookmark: _Toc500115458]5.6.2 Electromagnetic Lock Testing
The AGPtek 60kg electromagnetic lock requires 12DCV in order for it to function. Thus, the lock should be active when the power is flowing to it and the lock should be inactive when the power is directed away from it. In order to test this, I connected the lock to a 12DCV power supply as shown in the diagram below. 

[image: ]
[bookmark: _Toc500114423]Figure 55: Block Diagram for EM Lock Test Circuit
In order to verify that the lock is working properly, we set the lock and the plate on the table with a little distance between them and connected the wires of the lock to the power source. We then saw that the lock and the plate were drawn together and stuck together due to the magnetic pull that the lock was exerting. The figures below show the lock and plate before the voltage is running through it and after. This solidifies that the electromagnetic lock will work for our project since we merely need to ensure that the magnet and plate line up when the door of the cabinet is close. 

One thing to note that we learned while testing is that the magnet and the plate need to be within 5mm of each other in order to be close enough to function. The electromagnetic lock’s input is two wires, a positive and a negative wire. This was standard across all of the locks that we researched. In order to connect the electromagnetic lock to the power source, we will need to have one of the wires connected to the power source, and the other wire connected to a ground. 

The power source for the cabinet is a standard United States wall outlet which then goes through a power converter to ensure the voltage is 12DCV. The power will then go into a power hub which is located in the box at the back of the cabinet with the CHU. Due to the fact that the electromagnetic lock is attached to the door of the cabinet and the power hub will be in a box at the back of the cabinet, we will need to have wires long enough to run through the entire cabinet in order to power the electromagnetic lock. 

When implementing the wires that are running through the cabinet, we will ensure that they are covered so they are not sticking out to prevent damage to the wires. If we had free wires running through the cabinet, it would be likely that a user would damage them while moving items in or out of the cabinet, which would in turn ruin the locking functionality of the cabinet.
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[bookmark: _Toc500114424]Figure 56: EM Lock connected to Power Supply

In the figure shown above, we connected the lock to the 12V DC that it requires in order to function. We verified that it is receiving 12V by using a multimeter. In the figures shown below we show the maximum distance the plate can be from the magnet for it to still work when the magnet is turned on. Once connected there is a 60kg force holding the plate to the magnet.
[bookmark: _jm96kbtejhql][image: ][image: ]
[bookmark: _Toc500114425]Figure 57: Left Image: Unpowered = Unlocked. Right Image: Powered = Locked
Note that in the time between the previous pictures were taken, we did not touch the lock or the plate at all which verifies that we have the correct distance of 5mm between the magnet and plate.

When we tested the functionality of our electromagnetic lock, we lifted the lock into the air to see whether it would withstand the force of gravity. We also try to forcibly remove the plate from the lock while it was still active to see if it is strong enough to stay together when it needs to support the weight of the cabinet door, which will be about 10kg. In both cases, the lock performed as expected and held the magnet and plate together despite the force that we put into trying to rip the apart. 

[image: ]
[bookmark: _Toc500114426]Figure 58 magnet holding the plate in place while in the air, showing that it is indeed functional
[bookmark: _Toc500115459]5.7 Power Converter
Our power converter will be based on the wall plug going into our power converter circuit. This circuit will drop the power lines from 120V AC to 12V DC. From there it will drop from 12V DC to 5V DC. Then that line will be dropped from 5V DC to 3.3V DC. Each of these specific voltages were chosen in order to provide each component with the proper voltages that all the components require. We are doing this by having our voltage line in series to drop all the voltages on one line. This way we can pull the voltage lines off in parallel to ensure the voltages remain the same for the components that need 12, 5, or 3.3V DC respectively.
[bookmark: _Toc500115460]5.7.1 Power Converter Design
We’ve decided to use an adapter to convert the plug into a Micro USB plug. The reason for this decision is that it will allow us to easily connect the power converter to the CHU. Another reason is because the Raspberry Pi connects via a Micro USB, so it’ll allow us to easily test the Raspberry Pi since we’ll be able to connect it to the power easily. The figure below shows the Micro USB adapter. 

The power converter will plug into a standard United States wall outlet. There are a couple ways that we could place the converter into our design. Option 1 is to cut a hole in the back of the cabinet for the converter plug to be sticking out. The cabinet would then be installed directly over a wall outlet. The downside to this is that you are limited in placing the cabinets by where a wall outlet is or how long of an extension cord you have. Option 2 is to have a hole only for the cord from the power converter to enter the back of the cabinet. The cord is 4 feet long so that gives a little more freedom when choosing the location of the cabinet. The power converter would still plug into the wall or extension cord, but the placement of the cabinet has much more freedom since the placement of cabinet is not limited by its connection to the outlet.

[bookmark: _Toc500114461]Table 22: Options for placement of the power converter
	Pros
	Option 1
	Option 2

	Freedom for placing the cabinet
	Cabinet needs to be placed on an outlet
	Cabinet can be placed anywhere that the cord of the power converter can reach

	Size of the hole in the cabinet
	Size of the power converter: 5cm inches
	Size of the cord: 5mm




We have decided to use option 2 because we feel like it is more practical. The project wouldn’t be easy to sell to anyone if we had to place it directly over an outlet. Also, we need to cut a smaller hole in the back of the cabinet which gives us less room for error. 
[bookmark: _Toc500115461]5.7.2 Power Converter Testing
In order to test whether or not the PryEU power converter is actually outputting 12DCV, we decided to connect the power converter into a circuit with the AGPtek electromagnetic lock. We decided to test the power converter this way because we have already verified that the electromagnetic lock is working, and since the lock requires 12DCV in order to work, if the lock is working we’ll know that the power converter is outputting 12DCV.
 [image: ]
[bookmark: _Toc500114427]Figure 59: Block Diagram showing the circuit testing the power converter

After testing the circuit above, the electromagnetic lock activated. This verifies that the power converter did indeed convert the 120ACV into a 12DCV signal since that is exactly what the lock requires to activate. One thing to note, the power adapter didn’t have an outlet that easily connected to the electromagnetic lock. This got us thinking about how we needed to connect the power converter to the CHU. We’ve realized that we’re going to need a converter for the plug that the power converter has in order to make it compatible with the CHU, but also for the electronic lock for testing. The figures below show the end that the power converter has, as well as the converter that we used to make it compatible with the electromagnetic lock. 
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[bookmark: _Toc500114428]Figure 60: Adapters for Power Connections





[bookmark: _Toc500115462]5.8 Power Circuit
Since our product uses multiple devices we’ll need multiple voltage levels coming from our supply. In this section we explain how we plan to design our power circuit for the 12-volt lock, 5-volt servos and 3-volt microcontrollers. Our circuit will use two voltage regulators to drop separate lines from 12V to 3.3V and 5V respectively. This way we will ensure our circuit does not exceed the voltages that the components are rated for. 

The fundamental circuit for a step-down converter or buck converter consists of an inductor, diode, capacitor, switch and error amplifier with switch control circuitry.
[image: Buck regulator converter concept]
[bookmark: _Toc500114429]Figure 61: Shows the Circuit Design for a Step Down Regulator
The circuit for the buck regulator operates by varying the amount of time in which inductor receives energy from the source.
In the basic block diagram, the operation of the buck converter or buck regulator can be seen that the output voltage appearing across the load is sensed by the sense / error amplifier and an error voltage is generated that controls the switch.
Typically, the switch is controlled by a pulse width modulator, the switch remaining on of longer as more current is drawn by the load and the voltage tends to drop and often there is a fixed frequency oscillator to drive the switching.
[image: ]
[bookmark: _Toc500114430]Figure 62: Shows the Schematic for our Power Hub

The Figure above shows the circuit schematic for how our power hub is going to work. This hub is what we will use to power our entire circuit, this includes the CHU and every component that is being powered from the CHU, which should be all components. The major parts of the schematic shown above are the step-down regulators which both drop the 12V line and regulate the output voltage to a standard 5V DC and 3.3V DC which should be the voltages need to power our components that do not take 12V DC. The schematic also shows our intentions for dropping the voltages in series, rather than dropping two 12V DC lines in parallel. This way we minimize the traces needed in our PCB design.




[bookmark: _Toc500115463]5.9 Raspberry Pi (RPU) Testing
Here we show the tests done on the Raspberry Pi that we will be using to act as our Remote Processing Unit (RPU). This RPi will be capable of both receiving and sending data to and from the server in order to communicate with the user through the application. The Figure below shows the Raspberry Pi turned on and running as a computer in order for us to show the capabilities of the Raspberry Pi. We are going to use this microcontroller because we know it has the capability to accomplish what we want from an RPU.


[image: ]
[bookmark: _Toc500114431]Figure 63: Raspberry Pi Running as a Raspbian Microcontroller

We basically uploaded a Raspbian image to the Raspberry Pi because that it is the type of image needed to best replicate a RPU on the Raspberry Pi. We then booted up the Raspberry Pi in order to confirm correct current consumption and a successful uploading of the correct image. We confirmed it by powering the Raspberry Pi off a wall outlet using a micro USB and confirmed it booted up in desktop mode. The Raspberry Pi turn on voltage is regulated by the step-down regulator into micro USB that powers on the circuit.
[bookmark: _Toc500115464]5.10 Proposed Cabinet  Interior Design
In this section we propose our initial physical design for the entire cabinet system. Since we are using BLE communication, maintaining object tracking and aiming for seamless functionality there are a few key factors we must address when considering the layout of our components. The dimensions of the cabinet itself can be variable as long as the components listed below are oriented based off our proposed design:


A. CHU - Must be placed behind door for ideal BLE signal strength
B. Cap touch Sensor- Must be hidden behind handle for seamless access
C. PSS Load Bar- Must be place within a designated ‘smart’ shelf
D. Servo Arm - Shall be oriented to seamlessly control hinge
E. EM Lock - Must be placed between door and inside of cabinet
F. RCU/PSS/Power Supply - Hidden behind cabinet, accessible to all components


In the figure below, we demonstrate how we plan to actually build our cabinet. The labeled components (mentioned above) are all oriented in order to ensure a sleek design and seamless functionality. A few things could change with our design, including the location of the power supply (F) as we have not decided how we will be accessing power for our prototype. We might also change the servo location depending on what type of hinge controller we use. We could also change the location for EM lock depending on which orientation gives us the most robust locking strength. Lastly, we need to be flexible as to where we place our CHU (A) as we need to aim for the best RSSI value, in doing so we can ensure fast BLE communication with less risk of distortion. No matter what changes we make, we hope to ensure all wires and components are concealed for the most part. Regardless of the potential changes this design is an accurate depiction for how we plan on our Smart Cabinets to look.
[image: ]
[bookmark: _Toc500114432]Figure 64: Proposed Cabinet Design with Key Component Orientation

[bookmark: _Toc500115465]5.11 Software Control Flowchart
Our software was designed with specific goals in mind and a general idea of the high-level flow of our system, from MCU to the Android Application. Our two use case sequence diagrams below will demonstrate our Software’s process flow for updating weight information and cabinet locking/unlocking.

[bookmark: _Toc500115466]5.11.1 Flow of Movement Detected Update

[image: ]
[bookmark: _Toc500114433]Figure 65: Software Logic Flowchart for Movement Detected

The diagram above shows the high-level control flow of our system. It begins with the Pressure Sensor System detecting a change in weight, indicating that something has been moved. This is relayed to the MCU which will tell the RCU to send a specific Request for updating. The Cloud backend server will process this request and route it to the Android Application running on the User’s phone and will appear as a Push Notification informing that movement has been detected.

[bookmark: _Toc500115467]5.11.2 Flow of BLE Local Lock/Unlock

[image: ]
[bookmark: _Toc500114434]Figure 66: Software Logic Flowchart for BLE Lock and Unlock
[bookmark: _6ouw6zvf86py]The above diagram illustrates the process flow for a normal Lock Action performed by the User with the Android Application. The User will tap the “Unlock” Button on their Android Device which will utilize BLE messages sent to the MCU instructing it to unlock. The MCU then physically unlocks the Cabinet by accessing its EM. The MCU checks the lock status to ensure that is in fact Open, this sends a Lock Status message back to the Android Device also using BLE. Finally, the Android Device using HTTPS to update the Cloud Server of the lock “transaction”, that is it updates the Server with relevant information on the event including the Date, Time, and the User who performed the action.

[bookmark: _Toc500115468]6.0 Complete Circuit Design, Testing, and Overall Integration
In this section we will discuss our overall circuit design which integrates all of our individual circuits demonstrated in Section 5. We will discuss how we decided to interface the individual components with one another and what constraints in design we had to consider while testing our design.
 
The picture below shows how we wired up our prototype board to ensure our components can function together and to confirm we tested all major components needed. The picture includes the test boards and development board we used for testing as we have not developed our own PCB yet, considering we’re  in the design phase. However, the configuration in the picture is an accurate  depiction of the circuit which will be developed for our Smart Cabinets Design.

[image: ]
[bookmark: _Toc500114435]Figure 67: Breadboard Overall Circuit Setup with Dev Boards

[image: ]
[bookmark: _Toc500114436]Figure 68: Complete PCB Prototype Circuit
The schematic above depicts all of our circuits explained in section 5 and demonstrates how they will be connected together on one PCB. The circuit entails all hardware components involved in our project design and will be the base off which we design our PCB.
[bookmark: _Toc500115469]6.1 Comprehensive List of All Major Parts Implemented
Importantly, we keep track of the major components that are to be implemented in our design. These components are what make up the backbone of our hardware design in the Smart Cabinet, they consist of: Central Hub Unit, Remote Control Unit, Pressure Sensor System, EM lock, and power supply circuit. The Central Hub Unit will be responsible for the BLE circuit, Servo control, capacitive touch circuit, and of course our main microcontroller unit. 

[bookmark: _Toc500114462]Table 23: Major Parts List for Smart Cabinet System
	Part
	Purpose

	MKW31Z512
	MCU and Bluetooth Communication

	SRCW004
	BLE Antenna

	HX711
	Weight Sensor

	Load Cell
	Weight Sensor

	Raspberry Pi
	RCU

	AT42QT1010
	Capacitive Touch Sensor Chip

	AGPtek
	Electromagnetic Lock

	TowerPro MG995
	Door Automation

	Step Down Regulator
	Power Hub

	PryEU AD12V0150
	Power Converter


[bookmark: _4okm4u3yf2d3]
[bookmark: _pn4yyfyks2ek]

[bookmark: _Toc500115470]7.0 Administrative
This section breaks down our market analysis and plan for scheduling. We need to keep a proper schedule to keep up with deadlines in order for our project to be successful. Considering we’re only college students, budgeting also took a large role in the planning of this project. The Parts List is included in this section is used to assist us in breaking down our costs and budgeting for the project. The parts listed includes design materials, testing equipment, and of course development components. All parts were introduced and explained in the research and testing sections. This section also explains the division of labor planned for the entirety of this project. The Administrative section will not only keep us on time and within budget but also ensure all members commit to their assigned responsibilities.
[bookmark: _Toc500115471]7.1 Budgeting
The two tables below summarize our overall cost for the project. The first will be the costs that we estimated for the components and the second will be the actual costs to our group for each component. This way we can compare how close our estimates were to how much we actually ended up spending. In doing so we can split up the monetary contribution between group members as well as assess our estimation skills that will be sharpened once we join the industry. As the project’s system requirements change throughout the course of its implementation, the overall cost will be adjusted accordingly.























[bookmark: _Toc500114463]Table 24: Estimated Cost
	Item
	Estimated Cost

	Cabinets
	$150

	Magnetic Locks
	$10

	iPhone/Android Device
	Provided by UniKey

	Servo Motors
	Provided by UniKey

	Pressure/Weight Sensors
	$20

	Capacitive Touch Sensors
	$10

	Power Supply 
	$10

	Proto Board 
	$25

	Protoboard parts
	$150

	CHU parts
	$150

	PCB Manufacturing 
	Provided by UniKey

	Building Equipment 
	Provided by UniKey

	Testing Equipment
	Provided by UniKey

	PSS Controller (Arduino or rPI)
	Provided by UniKey

	TOTAL COST
	$525*




· The $525 that isn’t covered by UniKey will be financed by the group members. Our budget is $800, which is much higher than the expected cost.

[bookmark: _Toc500115472]7.2 Part Costs
Here we list the actual costs of all the items we purchased or had donated to us by UniKey. We are keeping track of this in order to have a comparison at the end of how much we estimated the parts would cost, to how much the project actually cost us all to build. The table below shows the part, the cost, how many we needed, where we acquired each part, as well as a brief description of what that part is used for. 


[bookmark: _Toc500114464]Table 25: Actual Part List
	Part
	Unit Cost ($)
	Quantity
	Description
	Source

	Electric Lock
	23.13
	1
	60kg Holding Force, requires 12V
	We are ordering online from Amazon

	Raspberry Pi
	UniKey
	1
	Sends a feed to see items in cabinet
	We will find one on eBay or from Amazon

	Weight Sensor
	8.90
	1
	Tracks if anything is moved
	We will find one on eBay or from Amazon

	BLE Chip
	UniKey
	1
	Connects CHU to smartphone or to RCU
	We’ll get one of these from Best Buy

	Power Converter
	15.00
	1
	Converts 120V from wall outlet to 12V
	We will be ordering this off of Amazon

	Capacitive Touch Sensor
	9.95
	1
	Allows user to open cabinet without smartphone
	We will be getting from Amazon

	Step Down Regulator
	7.99
	1
	Drops Voltage down in power hub
	Amazon

	MG995R Servo
	UniKey
	1
	Opens/closes cabinet by providing force to door hinge
	This will be provided by UniKey

	Plug Adapters for Power Converter - CHU
	13.99
	1
	Connects the power converter to the CHU
	From Amazon

	Cabinet
	60.99
	1
	The physical cabinet
	From Walmart



TOTAL COST - $139.95
[bookmark: _Toc500115473]7.3 Tentative Schedule
The following schedule shows what we planned to have done and by what dates with the information we were given at the beginning of the semester. Our goal is always to be ahead of the schedule so that we can always have spare time to fix any unforeseen issues as well add any modifications to make our product more efficient and robust. The figures below demonstrate our timeline for completing the major milestones in Senior Design 1. We also include an ideal timeline for Senior Design 2, which if we follow closely we can ensure a successful product which satisfies our major goals and system requirements. The timeline for Senior Design 1 encompasses our research and design phase. While our timeline for Senior Design 2 will encompass our development and prototyping phase. 
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[bookmark: _Toc500114437]Figure 69: Senior Design 1 Timeline
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[bookmark: _Toc500114438]Figure 70: Senior Design 2 Timeline
*Subject to Change
[bookmark: _Toc500115474]7.4 Division of Labor
If you refer to the diagrams in Section 2.8 of this paper, you’ll see the planned division of labor in reference to the research/design phase of Smart Cabinets. After completion of the first semester we come to understand that in order to best work efficiently, we as group have to be able to adapt and work outside of what we originally planned. For instance, for the hardware portion of the diagrams, everything in blue was listed to be Jacob Hernandez’s responsibility, and everything in green was listed to be Jacob Davis’ responsibility, however it was implemented vice versa. This indicates that we’ll need to be flexible in the development phase as well, considering any group member would have to adapt and complete the numerous tasks we have planned to accomplish. For the design blocks mentioned Section 2.8 each assignee was designated an administrator for their respective block, which entails research, design, testing, and parts analysis for all subjects of their assigned block. The diagram below represents the planned division of labor in the project's development phase. Similar to how the division of labor during design phase was modified, we can expect this division to do the same. The diagram includes both software and hardware task and contains subsections to indicate more specific development tasks. The blocks are color coded to indicate which group member is administrator for that function of the system. In the development phase the administrator for each block is responsible for developing their portion of the system to best meet the system requirements which were set during the design phase. Some sections are multicolored as they could require extensive work, thus requiring multiple administrators.

[image: ]
[bookmark: _Toc500114439]Figure 71: Block Diagram for Development Phase

[bookmark: _Toc500115475]8.0 Conclusion & Summary
From the outset of designing our project, we knew that we wanted to solve the problem of limiting access to cabinets within the home without inconveniencing the users. The reason we felt this was a legitimate problem worth solving is because of today’s increasing demand of home automation and the need to monitor not only one’s belongings but your children as well. Over the design process we ran into various occasions where we either identified a potential flaw in the design, had to make design changes, learned more about how we will develop our design, and certainly gained a sound insight of how our overall product is intended to function. To solve the problem, we decided to design a smart cabinet complete with mobile access control, automation, object tracking, and seamless functionality. Our group quickly realized that adding these smart features while also trying to maintain seamless functionality is going to be a challenge that will require thorough planning and key development goals. Turns out in order to conquer such a challenge we’ll have to conquer several sub-challenges as well.

The first challenge we came across was deciding on the type of locking mechanism we wanted to implement in our product. The problem we faced was that the lock needed to be robust as in it cannot be easily picked or busted, but it also has to be quiet in order to add to our seamless design. We ultimately decided on a EM lock since they are both strong and quiet, however this required us to need a greater voltage supply than originally planned. Since we can easily power most microcontrollers and servos with 5V, we only needed one simple 120VAC to 5VDC wall outlet converter, but with the addition of the EM lock we require to add a voltage reducing circuit to both 12 volts and 5 volts, further adding to the scope of our project. The EM lock also enables us to deal with power outages in an effective manner, so it was easy decision to make when weighing all pro’s vs con’s.

Another challenge that we faced arose when we began planning our object tracking design. Our original plan was to use a computer vision using the OpenCV library on Raspberry Pi to provide our users with the ability to monitor their belongings. However, that design would require large transfers of data to only the RCU but also the mobile device which will be running our mobile application. The reason large data transfer is an issue is because our product is intended to communicate via BLE communication with the exception of the RCU which is intended to be a “remote” controlling unit. Transceiving large amounts of video data not only consumes a lot of power, but also takes an extended amount of time without the proper communication protocol. Therefore, if we were to attempt to transfer computer vision data over a secure BLE protocol we simply will not be able to meet our desired design requirements. In order to solve this problem, we downgraded to using our previously explained Pressure Sensor System. Using our PSS, we can achieve the same functionalities we required of the computer vision design without sacrificing speed and power consumption of the overall system.

Another major concern we faced in our design phase was ensuring we met all of our requirements specifications which are intended to help us reach seamless functionality. In order to do so, we desired our system will finish responding to local commands within a few seconds and finish responding to remote commands within several more seconds. This challenge helped us learn that we should aim to design our functions so that no process is physically restricted to taking a relatively long time. For example, we originally intended to complete automate our cabinet in the sense that a cap touch or “unlock” command will finish when the cabinet door is completely driven open via servo motors. However, in order to ensure our functions were seamless we determined it’ll be best to have our daily functions like unlock and cap touch to simply unlock the cabinet upon authorization and offer an additional less used command for complete opening the cabinet. This challenge along with several similar provided our group with the revelation that we need to prepare for and look for more design changes that can contribute to the overall “seamlessness” of our product. We can foresee several minor design changes in both software and hardware that will arise once we start developing our product, luckily, we can have started to consider them now and thus can avoid adding scope to our development phase.

The last major challenge we have with our design cannot be completely addressed until we are in the development phase of our project. We desire that our Smart Cabinets are not only attractive because of their seamless functionality but because of the products seamless hardware design. In today’s age smart products are designed to hide all of the hardware required to make the product “smart”, and aim to only highlight the hardware that is necessary for interfacing. The issue we have this goal is that since we are using BLE communication which obviously requires signal connections, we cannot simply hide all over hardware in the back corner inside the cabinets. Upon halfway through the design phase we realized that we will have to design our cabinet’s hardware orientation so that it provides optimal BLE signal connectivity but is also mostly hidden to the users. While we have a loose plan to deal with this challenge, we cannot solidify a final design until we actually develop our product and are able to test with our Smart Cabinets themselves. Therefore, we will be required to be flexible in our hardware development and may need to require more/less components than originally planned.

Besides major design challenges, our group has a few worries related to the upcoming development phase of our product. For one, neither of us have much experience in PCB design, let alone know what tools are best used for students. We also have not decided yet whether we plan on soldering components to the PCB ourselves or whether we want a manufacturing company themselves to handle that process. The reason we have not made this decision is because it’s all dependent on our pace in development and the lead time manufacturers require for our PCB design. Another worry we foresee is the development of the RCU firmware, since we diverted from our more expensive original plan to directly use UniKey’s RPU product we will be required to develop the same RPU functionality onto a Raspberry Pi. Therefore, if the workload of developing our own RCU turns out to be more than we can handle, we might have to rid our product’s prototype of its remote abilities or spend the extra money to buy UniKey’s RPU.

As you can see, we’ve clearly faced a bunch of various challenges to conquer the design of our Smart Cabinets and can foresee a few more once we reach our development phase. However, we as a group are still confident and excited to start the development of our project’s design. We believe have developed a sound plan for development and the ability to deal with most foreseen issues which can likely arise. Thanks to the design phase of Smart Cabinets we’ve learned a lot not only on how we can best implement our project’s design, but also about our group itself and the common challenges of being a real engineer. With thorough planning and deadline commitments we are confident that our group of two computer engineering students and two electrical engineering students can conquer this project involving mobile access control, BLE communication, and mobile app development.
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[bookmark: _Toc500115476]9.0 Appendix
The final section consists of the appendix. This is  made  up  of  the  references used throughout the paper. We use these sources for information and for purchasing parts. Our research comes both from our own knowledge and the sources below to lead us in the proper direction.
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Here is how a simple JSON piece of data may look (140 characters):

{
midn: 123,
"title": "Object Thinking"
"author": "David West",
"published": {
"by": "Hicrosoft Press",
"year": 2004
¥
¥

A similar document would look like this in XML (167 characters):

<2xml version="1.0"?>
<book id="123">
<title>Object Thinking</title>
<author>David West</author>
<published>
<by>Microsoft Press</by>
<year>2004</year>
</published>
</book>
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United States Patent 9,378,598
Dumas, etal. June 28,2016

‘Wireless access control system and related methods

Abstract
A wireless access control system includes a remote access device and an electronic lock. The electronic lock
communicates with the remote access device. The electronic lock controls the ability to lock and unlock a door in

which the electronic lock is disposed. The electronic lock determines when the remote access device is ata
distance less than or equal to a predetermined distance from the lock to enable the lock to be unlocked.

Tnventors: Dumas; Philip C. (Orlando, FL), Bennett; Thomas (Orlando, FL)
Applicant: Name City  State Country Type

UNIKEY TECHNOLOGIES, INC. Winter Park FL  US
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United States Patent 9,524,601
Dumas December 20,2016

Wircless aceess control system including door position based lock switching and related methods
Abstract

A wireless access control system may include a remote access wircless communications device and a lock
assembly. The lock assembly may include a lock switchable befween locked and unlocked positions, a door
position sensor, interior and exterior directional antennas, lock wireless communications circuitry coupled to the
interior and exterior directional antennas, a touch sensor, and a lock controller. The lock controller may unlock the
lock based upon the touch sensor, determine when the door is closed after being opened based upon the door
position sensor, and determine whether the remote access wireless device is in an interior or an exterior area based
upon directional antennas. The lock controller may also switch the lock to the locked position when the door is
closed and when the remote access wireless device is in the interior area, and not switch the lock to the locked
position when the door is open.

Tnventors: Dumas; Philip C. (Orlando, FL)
Applicant: Name City State Country Type

Unikey Technologies Inc. Orlando FL  US
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United States Patent 9,613,478
Dumas, etal. April 4,2017

Wircless aceess control system for a door including door position based authentication and related
methods

Abstract

A wireless access control system for a door may include a lock assembly carried by the door. The lock assembly
may include a lock, lock wireless communications circuitry, a door position determining device, a touch sensor to
sense touching by a user, and a lock controller. A remote access device may be remote from the lock assembly and
may to communicate with the lock wireless communications circuitry. The lock controller may be configured to
determine when the door is moved in a pattern based upon the door position determining device, perform an
authentication of the remote access device based vpon determining the door being moved in the pattern, and
switch the lock from the unlocked position fo the locked position based upon the authentication and the user
touching the touch sensor.

Tnventors: Dumas; Philip C. (Orlando, FL), Holderness; William (Winter Park, FL), Jablonski; Stephen
(Apopka, FL), Bennett; Thomas (Maitland, FL)

Applicant: Name City  State Country Type

Unikey Technologies Inc. Winter Park FL  US
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United States Patent 9,697,661
July 4,2017

Dumas, etal.

Wircless aceess control system including closed door position and exterior arca remote access
wircless communications device based lock switching and related methods

Abstract

A wireless access control system may include a remote access wircless communications device and a lock
assembly to be mounted on a door. The lock assembly may include a lock, a door position sensor, interior and
exterior directional antennas, lock wireless communications circuitry, and a lock controller. The lock controller
determine whether the lock is manually unlocked, determine when the door is closed after being opened based
upon the door position sensor, and determine whether the remote access wireless device is in an interior or an
exterior based upon the directional antennas. The lock controller may also switch the lock to the locked position
when the door is closed and when the remote access wireless device is in the exterior, and not switch the lock to
the locked position when the door is closed and when the remote access wireless device is in the interior.

Tnventors: Dumas; Philip C. (Orlando, FL), Mascenik; David (Winter Park, FL), Wyckoff; Dirk (State
College, PA)

Applicant: Name City State Country Type

Unikey Technologies Inc. Orlando FL ~ US
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